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Active Directory (AD) is the default security management system for Windows domain networks. An AD
environment can be described as a cyber-attack graph, with nodes representing computers, accounts, and so
forth, and edges indicating existing accesses or known exploits that enable attackers to move from one node
to another. This article explores a Stackelberg game model between one attacker and one defender on an AD
attack graph. The attacker’s goal is to maximize their chances of successfully reaching the destination before
getting detected. The defender’s aim is to block a constant number of edges to minimize the attacker’s chance
of success. The article shows that the problem is #P-hard and, therefore, intractable to solve exactly. To defend
the AD graph from cyberattackers, this article proposes two defensive approaches. In the first approach,
we convert the attacker’s problem to an exponential-sized Dynamic Program that is approximated by a
neural network (NN). Once trained, the NN serves as an efficient fitness function for defender’s Evolutionary
Diversity Optimization-based defensive policy. The diversity emphasis on the defender’s solution provides a
diverse set of training samples, improving the training accuracy of our NN for modeling the attacker. In the
second approach, we propose a RL-based policy to solve the attacker’s problem and Critic network-assisted
Evolutionary Diversity Optimization-based defensive policy to solve defender’s problem. Experimental results
on synthetic AD graphs show that the proposed defensive policies are scalable, highly effective, approximate
attacker’s problem accurately and generate good defensive plans.
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intelligence;
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1 Introduction
Cyber-attack techniques utilize attack graphs to identify the possible ways an attacker can exploit
to gain unauthorized access to the systems. Although cyber-attack graphs are immensely popular in
the industry and academic sector, they do not have a standard definition. Lallie et al. [2020] studied
around 180 attack graphs from the literature and found more than 90 self-proposed definitions for
attack graphs. Industrial practitioners are actively using the Active Directory (AD) attack graph,
which is an attack graph model. Microsoft AD is a security control system for Windows domain
networks [Dias, 2002]. AD is a critical service that holds user and server account information and
is, therefore, essential for the correct working of the Microsoft domain. Microsoft domain network
constitutes significant market shares among small and big organizations globally, due to which
ADs are promising targets for cyberattacks. Microsoft reported that 90% of Fortune 1000 companies
use AD. According to Enterprise Management Associates [2021], 50% of the organizations surveyed
had experienced an AD attack since 2019. The AD structure depicts an attack graph where nodes
are the computers, accounts, applications, and an edge from node X to node Y denotes that an
attacker may access node Y from node X using some existing access or known exploits.

Various applications and tools are designed to investigate the AD attack graphs; however,
BloodHound1 is the most popular tool. BloodHound can be used to identify various attack paths
in AD, including users, groups, trust relationships, and unique AD objects. BloodHound models an
identity snowball attack where the attacker initiates an attack by gaining access to a low privileged
account (attacker’s entry node) via a phishing attack and tries to move to other nodes aiming
to reach the most-privileged account, Domain Admin (DA) [Dunagan et al., 2009]. Figure 1
illustrates an example of BloodHound snowball identity attack. One fundamental functionality of
BloodHound is that it uses Dijkstra’s algorithm to generate the shortest attack paths from the
entry node of the attacker to the DA and measures the length of the attack path in number of hops.
BloodHound has made it much easier for the attacker to attack AD. Due to the popularity of AD
attack graphs, defenders also study AD graphs for designing defensive strategies. Dunagan et al.
[2009] proposed a heuristic solution for blocking a few edges to partition the attack graph into
various disconnected components. The resulting disconnected components of the graph disable
attackers from reaching DA only if the attacker’s entry nodes and DA are in different components.
Edge blocking in an AD environment can be attained by either monitoring the edges or revoking
access.2
Evolutionary Diversity Optimization (EDO) is an evolutionary computation (EC) para-

digm aimed at generating a diverse array of solutions for complex problems. Unlike traditional
optimization methods that seek a single best solution, EDO focuses on exploring a variety of
solutions. This approach fosters less competitive interactions among evolving solutions, facilitating
a more thorough exploration of potential outcomes. As a result, EDO supports the development of
robust and adaptable solutions across fields such as engineering, robotics, biology, and beyond. EDO
approaches have been used to solve various attacker–defender problems [Goel, 2023; Hu et al., 2020;
1https://github.com/BloodHoundAD/BloodHound
2ImproHound is another tool that guides in blocking the edges by creating an information table of all edges that may cause
“tier violations.”
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Fig. 1. Example of BloodHound snowball identity attack.

Hemberg et al., 2018; Zhang and Hemberg, 2019]. Ulrich and Thiele [2011] and Ulrich et al. [2010]
studied EDO that aims to find a set of diverse solutions. EDO has gained considerable attention in
the EC community. A new solution deviating from its predecessors leads to less competitiveness
and high evolvability [Lehman and Stanley, 2013]. In this article, the defender aims to block a set of
edges to minimize the strategic attacker’s probability of reaching DA. To solve the defender’s problem,
we consider the blocking plans of the defender as a population and propose EDO-based defensive
approach to generate a diverse set of blocking plans.

In the literature, Guo et al. [2022] proposed several algorithms to address this problem. However,
the authors have considered a scenario where once the attacker is detected, the attack ends and
when an attacker chooses a path, the attacker continues to move on to that path until the attacker
gets caught or reaches DA.The attacker’s problem in Guo et al. [2022] can be solved using Dijkstra’s
algorithm, but in our model, the attacker’s problem is computationally hard. In our model, we
assume that every edge 4 has a different detection probability ?3 (4 ) , i.e., if the attacker is detected,
the whole attack ends and a failure probability ? 5 (4 ) , i.e., if the attacker fails and is not able to
pass through an edge, the attacker can try another edge from the same node or different node. For
example, an edge requires cracking a password to pass through it; if the password is weak, then
the attacker can crack it. In this case, the probability of having a strong password is the failure
probability. With every edge’s ?3 (4 ) and ? 5 (4 ) , the attacker can successfully go through an edge 4
with a success probability ?B (4 ) = (1 − ?3 (4 ) − ? 5 (4 ) ), where ?3 (4 ) + ? 5 (4 ) ≤ 1.
Therefore, in our model, the attacker plays strategically in the sense that the attacker first starts

an attack, and if, at some point, fails (instead of being detected), the attacker can try again until the
attacker is detected or has tried all possible options. The attacker aims to design an attacking policy
that maximizes their probability of reaching DA. Initially, the attacker has access only to a set of
entry nodes, from where the attacker can start. While trying to reach DA, the attacker expands the
set of accessible nodes by exploring edges and saves this information, i.e., set of successful edges
the attacker currently has control of, set of edges that the attacker has lost (failed but not detected,
for not being able to guess the password, etc.). All the strategies that attacker has tried are an
“investment” that the attacker can use later. In this way, the attacker has “secured” a set of nodes at
any point and can attempt an unattempted edge originating from any of the secured nodes or entry
nodes, which we combinedly call checkpoints, Checkpoints = {Entry nodes ∪ Secured nodes}.
Generally, the attacker prefers the attack paths with low detection and failure probability and covers
the valuable checkpoints along its way. The attacker often needs to consider the tradeoff between
these desired traits. For example, an attacker may decide to go for a path having low detection
probability and relatively high failure probability; however, the covered checkpoints on this path
make it convenient for the attacker to launch alternative attack attempts if failures happen. The
optimal attacking policy is the one that maximizes attacker’s chances of reaching DA without
getting detected. On the other hand, the defender wants to deterministically block : block-worthy
(BW) edges, where : is the defender’s budget, in turn increasing the corresponding edge’s failure
rate from original ? 5 to 100%. We follow a Stackelberg game model [Yin et al., 2010], where the
defender devises a strategy, and the attacker observes the defender’s strategy and plays his best to
develop an attack strategy on the target. In practice, the attacker can scan the AD environment
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using SharpHound3 tool and get information about which edges are blocked. Therefore, it is
reasonable to consider that the attacker knows the defender’s strategy and plays the best response
to it.
We aim to propose an effective approach for computing defender strategy (to block a set of edges

that minimizes strategic attackers’ probability of reaching DA) that scales to large AD attack graphs.
We prove that the attacker’s problem of deriving an optimal attacking policy is #%-hard. Also, we
prove that the defender’s problem is also #%-hard, even if the blocking budget is one. Therefore,
the problem is intractable to solve exactly with the current methods. Hence, we propose heuristic
approaches to address the attacker–defender problem.

In this work,4 we describe the attacker’s problem as Markov Decision Process (MDP), which
can be solved using a Dynamic Program (DP) [Bellman, 1966]. The size of state space is 3|Edges|,
where an edge is either unattempted, attempted, and failed, or attempted and successful. However,
this state space is too large considering that practical AD graphs may have tens of thousands
of edges. We use a fixed-parameter analysis technique that focuses on determining easy-to-solve
instances of a problem. A problem is fixed-parameter tractable (FPT) if it has a solution that
runs in O(5 (1)=2 ) time, where 1 is the input parameter, 2 is a constant, = is the problem size,
and 5 is any arbitrary function. Here, we say that the problem is FPT w.r.t. 1, and the runtime of
the problem is polynomial for input size =. We propose kernelization technique that exploits the
structural features of the AD attack graphs to obtain a much smaller condensed graph. Using our
kernelization technique, the state space becomes FPT with respect to a parameter called the number
of Non-Splitting Paths (NSPs). Guo et al. [2022] proposed NSP idea to describe tree likeness of
AD graphs. NSP is a path on which every node has only one successor except the last node. Once
the original AD graph is converted to a smaller graph, this article proposes two approaches to solve
the attacker–defender problem.

Our first approach involves training a Neural Network (NN) to approximate attacker’s problem
and EDO to solve the defender’s problem. The attacker’s MDP can be solved using DP. The original
AD graph is reduced to a condensed graph via kernelization. For small AD graphs, we can solve DP,
and for larger AD graphs, our FPT special parameter ##(% is practically too large, so we propose
to use NN to approximate the DP [Yang et al., 2018]. Our main idea is to train NN to learn both the
base cases and the DP recursive relationships. Considering that the state space is exponential and
we do not have resources to train NN to learn the value of every state; however, not all states are
useful. It is important to learn the values of the states that are referenced by the optimal decision
path, therefore, we only consider the important states in the state space, which reduces the state
space size to a large extent. With the strong flexibility power of NN, we aim to train the NN to
approximate the attacker’s policy. Once trained, NN acts as an efficient fitness function for the
defender’s EDO (the exact fitness function is #%-hard to compute). Notably, it is essential to design
a sophisticated attacker’s policy, as we cannot have an effective defense without having an accurate
attacker’s policy. Moreover, we solve the defender’s problem of blocking : BW edges using EDO.
The defender uses EDO to come up with a set of diverse blocking plans so as to feed diverse training
data to NN and improving the accuracy of our NN for modeling the attacker. Our fitness function
(NN) is an approximated function, so having the “best” defensive plan according to the fitness
function is not too meaningful, which is why we instead try to search for a diverse set of “good
enough” defensive plans. The defensive plans are given as input to the NN, and it outputs a value,
i.e., attacker’s probability of reaching DA corresponding to the blocking plan. We go back and forth

3https://github.com/BloodHoundAD/SharpHound
4This article is an extension of our previous works [Goel et al., 2022] and [Goel et al., 2023], accepted at GECCO 2022 and
GECCO 2023, respectively.
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between the processes, generating blocking plans using EDO and training NN on blocking plans,
to get a well-trained NN that can act as an efficient fitness function for EDO. In this way, EDO and
NN help each other in order to improve.

In our second approach, we propose a reinforcement learning (RL)-based policy to maximize
the attacker’s chances of successfully reaching the DA. We propose a Critic Network-Assisted
Evolutionary Diversity Optimization (C-EDO)-based defensive policy to find defensive plan
configurations (blocking plans) that minimize the attacker’s success rate. We propose RL-based
policy to approximate the attacker’s problem that we modeled as MDP and use Proximal Policy
Optimization (PPO) RL algorithm, an actor–critic-based approach to train the attacker policy. The
RL agent interacts with “multiple environments” simultaneously by suggesting actions with the goal
of maximizing the overall reward. We propose C-EDO-based policy to solve the defender problem.
C-EDO generates numerous RL environment configurations based on different underlying defensive
plans. In this context, the term “environment” refers to the setting in which the RL agent operates
and learns. In our model, each environment encapsulates a defensive plan, which is why we use
the terms “environment configurations” and “defensive plans” interchangeably. Our approach uses
the trained RL critic network to estimate the fitness of environment configurations. The defender
continuously monitors the RL training process, and after regular intervals, the defender uses the
trained critic network to evaluate the current configurations and uses C-EDO to generate better
ones. The attacker and defender play against each other in parallel. Overall, the defender’s C-EDO
generates numerous high-quality, diverse environment configurations worth learning for the RL
agent to train a better attacking policy. We emphasize on high-quality, diverse environments to
prevent the RL agent from spending time on learning environments that are irrelevant to an effective
defense. We train our attacker’s policy using an actor–critic-based algorithm, so we inherently
have a critic network that gives us a reasonable estimation of the state values and can be used as a
fitness function for the defender’s C-EDO. In this way, these two problems are interconnected, and
the solution strategies complement each other.

Our Contributions.

(1) Hardness Proofs. We first prove that the attacker’s problem of deriving an optimal attacking
policy is #%-hard, and the defender’s problem is also #%-hard.

(2) Kernelization Technique. We design a kernelization technique that exploits the structural
features of original AD graph and reduces it to a much smaller condensed graph.

(3) NNDP+EDO Defensive Approach. We propose an approach that train a NN for approximating
the attacker’s problem and EDO to solve the defender’s edge-blocking problem. Our experi-
mental results on the synthetic '5005 AD attack graph shows that the proposed approach
(attacker’s policy and defender’s policy) is highly effective and is less than 1% away from the
optimal solution.

(4) RL+C-EDO Defensive Approach. We propose a defensive policy that combines RL and EDO to
generate edge-blocking plans. Our approach trains the attacker’s policy on multiple indepen-
dent defensive plan environments simultaneously so as to obtain an effective defensive policy.
Our experimental results show that the proposed approach is highly effective, approximates
the attacker’s problem more accurately, and generates better defense and scalable to '4000
AD graphs.

Organization. Section 2 presents the background and Section 3 discusses the related work. In
Section 4, we outline the problem description, and Section 5 presents the hardness results. Section 6
presents our proposed FPT kernelization technique, and Section 7 describes our proposed NN and

5R500 AD graph is an AD graph containing 500 computers.
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EDO-based attacker–defender approach in detail. Following that, Section 8 presents our proposed
RL and EDO-based policy. Section 9 reports the experimental results. Section 10 presents the
discussion, and Section 11 concludes the article.

2 Background
Evolutionary Diversity Optimization. EDO is an important paradigm in EC, focusing on creating a
variety of solutions that are distinctly different from each other. Initially introduced by Ulrich et al.
[2010], EDO has become a key area of research. This approach aims to explore the solution space
thoroughly, aiming to find creative and reliable solutions across various fields. The formal objective
of EDO is to maximize solution diversity while ensuring high quality, highlighting its crucial role
in advancing computational methods toward greater innovation and resilience [Neumann et al.,
2018]. Unlike conventional optimization techniques that focus on finding the most optimal solution
to a problem, EDO seeks to generate a multitude of effective solutions. This method acknowledges
that in many real-world scenarios, having several good options can be more advantageous than
having a single optimal solution [Neumann et al., 2019]. For instance, in complex decision-making
environments such as air traffic control, multiple viable solutions can provide the flexibility to
adapt to sudden changes or unexpected situations. Similarly, in the context of personalized agent
planning, diverse solutions can cater to varying preferences and circumstances, enhancing user
satisfaction and system robustness [Do et al., 2022]. EDO utilizes algorithms that encourage genetic
diversity within the population of solutions, thus avoiding the common pitfall of converging too
quickly toward similar solutions. This is achieved through specific mechanisms that measure and
maintain diversity throughout the evolutionary process, such as niche preservation techniques. By
promoting a wide exploration of the solution space, EDO can uncover novel solutions that might
be overlooked by more traditional methods focused solely on optimization. Moreover, the approach
has been successfully applied in various domains that benefit from diverse solution sets. In addition
to the previously mentioned fields of air traffic management and personalized planning, EDO is
increasingly being used in areas such as bioinformatics, robotic path planning, and complex system
design [Liu et al., 2023]. These applications highlight the versatility and practicality of EDO in
tackling problems where the solution requirements are continually evolving or where multiple
criteria need to be satisfied simultaneously [Ming et al., 2022; Wang et al., 2021a].

Dynamic Programming. DP is a widely used technique for designing efficient optimization algo-
rithms [Bellman, 1966]. This technique is particularly effective for problems that can be decomposed
into smaller, overlapping subproblems, each reflecting a stage in a decision-making process [Bell-
man and Dreyfus, 2015]. The fundamental approach of DP involves breaking down an overarching
problem into simpler subproblems, solving each of these individually, and using the solutions of
these subproblems to construct a solution to the larger problem. A critical feature of DP is its use of
memoization, which involves storing the solutions of these subproblems in a structured manner (of-
ten a table or other data structure) [Korel and Laski, 1988]. This prevents the need for recalculating
the solution of a subproblem each time it is needed, thereby significantly enhancing the efficiency
of the algorithm. One of the key characteristics of DP is its ability to find both local solutions for
the subproblems and a global solution for the entire problem. The process typically starts at the
base cases—subproblems small enough to be solved straightforwardly—and progressively works
toward solving larger and larger subproblems until the overall problem is solved [Hollingsworth
et al., 1994]. By solving for the optimal solutions at each subproblem and cleverly combining these
solutions, DP ensures that the final solution is optimal.
Neural Networks. NNs are the foundation for various artificial intelligence (AI) applications

such as speech recognition, image recognition, self-driving cars, and detecting cancer. Currently,
NNs are outperforming human accuracy on a range of tasks.The exceptional performance of NNs can
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largely be attributed to their ability to autonomously extract high-level features from raw data. This
capability allows them to develop sophisticated representations of the input space, which is critical
in making accurate predictions or decisions based on vast and complex datasets [Gawlikowski et al.,
2023; Samek et al., 2021]. NNs achieve this through a layered architecture, where each layer builds
an increasingly abstract representation of the data. Theoretically, NNs with a sufficient number
of parameters, known as deep NNs, have the potential to approximate any complex function
[Li et al., 2021]. This characteristic is known as universal approximation capability, and it is crucial
for tasks such as recognizing subtle patterns in images or understanding nuanced speech in voice
recognition systems. Moreover, the efficiency of NNs in processing large datasets has significantly
accelerated the pace at which machine learning models can be trained.This rapid training capability,
combined with their high accuracy, makes NNs invaluable for tasks such as detecting cancerous
cells in medical imaging or enabling real-time decision-making in self-driving cars [Abdulsatar
et al., 2024; Babiker et al., 2019; Kasban et al., 2015].
Reinforcement Learning. RL is a type of machine learning that focuses on teaching agents how

to make a sequence of decisions. The agent learns to achieve a goal in a complex, uncertain
environment by performing actions and experiencing their results. In essence, the agent learns
to maximize cumulative rewards through a process of trial and error, continuously adjusting its
strategy based on the outcomes of its actions [Ladosz et al., 2022; Wang et al., 2020]. At the core of
RL is the use of MDPs, which provide a mathematical framework for modeling decision making in
situations where outcomes are partly random and partly under the control of a decision maker. RL
utilizes techniques such as value functions, which estimate how good it is for an agent to be in a
given state, and policy optimization, which seeks to find a policy that maximizes the reward by
mapping states to the most effective actions [Ding et al., 2020; Matsuo et al., 2022]. The versatility
of RL allows it to be applied in numerous fields. In autonomous robotics, for instance, RL helps
robots learn complex tasks that involve a series of interconnected decisions, such as navigating
through a dynamic environment [Akalin and Loutfi, 2021; Brunke et al., 2022]. In gaming, RL
algorithms can be employed to develop AI that adapts to the strategies of human players [Yang
and Wang, 2020]. Moreover, RL has significant applications in recommendation systems where
it helps in personalizing content dynamically as per user interaction and feedback. Additionally,
the healthcare sector has seen applications of RL in areas such as personalized medicine, where
algorithms learn to recommend treatment plans tailored to individual patient responses [Tang and
Wiens, 2021; Yu et al., 2021]. Through these applications, RL continues to demonstrate its capacity
to solve complex, real-world problems in a way that mimics some aspects of human learning. Its
ongoing development promises to uncover even more sophisticated ways in which machines can
learn from their environment, making it a central field of study in AI.

3 Related Work
Active Directory. Guo et al. [2022] investigated the edge interdiction problem for AD attack graphs
where the defender’s goal is to maximize the expected path length of the attacker. The authors
proposed an NSP idea to describe the tree-likeness of AD attack graphs. The authors used Graph
Neural Networks to determine the attacker’s local decision at each split node, where when an
attacker chooses a path, the attacker continues to move on to that path until the attacker reaches
a split node (node with multiple outgoing edges), and the attacker needs to decide which outgoing
edge to choose. However, in our model, the attacker may have many checkpoints across the whole
graph, and the attacker can explore the graph from any checkpoint. Therefore, the attacker makes a
global decision by considering a set of split nodes. Due to this reason, the solution [Guo et al., 2022]
is not applicable to our model. Guo et al. [2023] proposed various scalable algorithms for defending
AD attack graphs. However, the problem settings that they considered are different from ours. The
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authors proposed a tree decomposition-based DP and RL-based approaches that are scalable to
large AD graphs. Ngo et al. [2023] designed a near-optimal policy for the placement of honeypots
on computer nodes when the AD graph is dynamically changing; however, the authors studied
identifying blocking nodes, whereas we focused on blocking edges. Zhang et al. [2023] proposed a
scalable double oracle algorithm and compared their solution against various industry solutions; the
authors considered different problem settings than ours. Goel et al. [2024] develops advanced edge-
blocking defenses for dynamic AD systems and introduces a RL Training Facilitator to efficiently
train strategies on large, dynamic AD graphs, enhancing scalability and defender proficiency.

The AD graph problem investigated in this study is crucial due to its direct impact on organi-
zational security. AD is a critical component in enterprise environments, managing user access
and permissions. Attackers often target AD to exploit vulnerabilities and gain privileged access,
resulting in severe security breaches. Once inside the AD environment, attackers can manipulate
user permissions, forge credentials, and spread malware across the network. This enables them to
compromise sensitive data, disrupt operations, and potentially cause extensive damage within the
organization. Compromised AD accounts can also serve as launching points for further attacks,
allowing attackers to maintain persistence and evade detection while continuing their malicious
activities. Protecting AD from these threats is essential for maintaining organizational security and
integrity. By addressing this specific AD graph problem in our study, we aim to develop robust
defensive mechanisms that effectively mitigate these risks. While previous studies have explored
defense mechanisms for AD graph problems, they have typically focused on different scenarios than
ours. As a result, there is currently no solution in the literature that directly aligns with our specific
problem statement. This gap underscores the need to design a tailored solution that addresses our
unique AD graph problem, ensuring comprehensive protection against evolving cyber threats.

Generative Adversarial Networks (GAN). Chivukula et al. [2020] proposed a game-theoretic
approach using a Stackelberg game between a variational adversary and a CNN, optimizing adver-
sarial manipulations to mislead CNNs and enhance classifier robustness. Wu et al. [2021] developed
a cyberdefense model using game theory to obscure system configurations, applying linear pro-
gramming and NNs to compute equilibria, supported by experimental validation. Vorobeychik et al.
[2012] enhanced Defender–Attacker Stackelberg games by incorporating attacker observability and
improving the model with advanced Nonlinear Programming and Mixed-Integer Linear Program-
ming techniques, leading to better strategic outcomes. He et al. [2024] introduced a Generative
Artificial Intelligence-enabled game theory approach for mobile network optimization, integrating
generative AI into game theory and demonstrating effectiveness in secure Unmanned Aerial Vehicle
network contexts. Wang et al. [2021b] propose min-max optimization for adversarial training to
enhance adversarial attack design across multiple domains. Introducing domain weights and a
unified framework, they improve attack generation strategies, showing enhancements in attacking
model ensembles, universal perturbations, and attacks resilient to data transformations.

Moreover, GANs and coevolutionary algorithms both employ adversarial and evolutionary
principles, albeit in different applications. GANs involve a generator and discriminator competing
in a game to improve data generation quality, while coevolutionary algorithms optimize solutions
through competitive or cooperative interactions among multiple entities. GANs focus on generating
realistic data, whereas coevolutionary algorithms generalize this approach to diverse optimization
tasks, making them applicable in cybersecurity and other dynamic environments requiring adaptive
strategies. Additionally, our adversarial algorithm shares the similar principles of GANs, specifically
the mechanism of adversarial learning where both attacker and defender iteratively refine their
strategies through feedback. Similar to the interplay between generator and discriminator in GANs,
our model features a continuous strategic evolution among network security actors. However,
unlike GANs, which focus on data generation, our approach is tailored for network security within
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AD environments, emphasizing decisions such as edge interdictions within complex AD graphs.
This necessitates a sophisticated understanding of network topology and security protocols. While
we adopt the adversarial competition framework from GANs, our method is specifically engineered
to tackle the unique challenges of cybersecurity in large-scale AD systems, moving beyond mere
data simulation to provide targeted, strategic security solutions. This specialization ensures our
approach is precisely suited to address the intricacies of AD systems, underscoring the necessity
for customized cybersecurity measures.

Evolutionary Diversity Optimization. Identifying high-quality, diverse solutions has attained huge
attention in EC under the concept of EDO [Ulrich et al., 2010] and Quality Diversity [Cully and
Demiris, 2017]. Both approaches have recently been applied to solve traditional combinatorial
optimization problems. Hebrard et al. [2005] proposed a solution to find diverse solutions for
constrained programming. Do et al. [2020] studied the computation of high-quality and diverse
solutions for the traveling salesman problem. In another study, Do et al. [2022] analyzed EDO
techniques for various permutation problems. Huang et al. [2023] designed a co-evolutionary
approach to improve the searchability and convergence of competitive swarm optimizer. Bossek and
Neumann [2021] investigated EDO for computing a diverse set of solutions for minimum spanning
tree problem. Neumann et al. [2022] proposed a coevolutionary pareto diversity optimization
approach for optimizing constrained single-objective problems. Nikfarjam et al. [2023] investigates
evolutionary algorithms with a Boolean Satisfiability solver to maximize diversity among solutions
for the heavily constrained Boolean satisfiability problem. Neumann et al. [2023] present EDO
algorithms for constructing wireless communication networks, minimizing transmission coverage,
and avoiding adversaries. Hu et al. [2020] proposed a stochastic evolutionary game model to
optimize cyber defense strategies. Winterrose et al. [2020] designed a game-theoretical model
demonstrating how attackers adapt their strategies to defender tactics, with diversity defenses
proving more effective in short-term engagements. Cui et al. [2021] developed a EC-based model
to enhance data processing in Cyber-Physical Social Systems, achieving superior accuracy over
existing models. Table 1 provides a comprehensive comparison between the proposed EDO-based
defensive approach against various defensive methodologies in adversarial environments.
Neural Networks. Bello et al. [2017] proposed a pointer network-based approach for solving

traveling salesman and knapsack problems. The authors have trained the pointer network with RL
to avoid generating high-quality labelled data. Yang et al. [2018] proposed a general approach to
boost the performance of the DP with NNs. The authors used a solution reconstruction procedure
that samples solutions, and a NN is trained to assess the quality of each solution. Xu et al. [2020]
designed a model that integrates NNs with DP to solve various optimization problems. The authors
proposed two solutions, value and policy-based, which considerably reduce time with reasonable
performance loss.
Reinforcement Learning. In the domain of cyber defense and RL, several approaches have been

designed. Piplai et al. [2022] developed a two-player game-based RL environment. They utilized
expert-guided autonomous agents within the CyberBattleSim framework to enhance cyber defense
training, aiming to improve both attack and defense capabilities. Alavizadeh et al. [2022] introduced
an application of Deep Q-Learning by integrating it with a deep feedforward NN, aimed at dynamic
and continuous network intrusion detection. Apruzzese et al. [2020] proposed a framework to
increase the resilience of botnet detectors against adversarial attacks. Their method involves
generating realistic attack samples for training, thereby maintaining the performance of these
detectors even against novel threats. Hammar and Stadler [2020] explored the automatic evolution
of attack and defense strategies through a Markov game-based method that utilizes RL and self-play.
Their findings indicate that effective security strategies comparable to human-devised ones can
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Table 2. List of Symbols Used in the Article

Symbol Description
� Directed graph
+ Set of nodes
� Set of edges
= Number of nodes in graph
< Number of edges in graph
: Defender’s budget
B Entry nodes
C Splitting nodes
� Admissible set of actions
% Population
( State space
� Action space
' Reward function
) Transition function
?3 (4 ) Detection probability of edge 4
? 5 (4 ) Failure probability of edge 4
?B (4 ) Success probability of edge 4
MSE Mean squared error
OPT Optimal solution

emerge, despite challenges in policy convergence. Simoes et al. [2020] ventured into complex,
multi-agent settings by developing a Pokemon Battle Environment to test advanced RL algorithms.

4 Problem Description
AD graph can be represented as a directed graph� = (+ , �), where+ is nodes set, and � is edges set.
The highest privilege accounts in AD are called DA. This article considers a two-player Stackelberg
game between one defender and one attacker to defend AD graphs. There are B entry nodes. The
attacker can start from one of the entry nodes and aims to design a strategy to maximize their
chances of successfully reaching DA. In our model, every edge in the AD graph has a detection rate,
failure rate, and success rate. Table 2 shows the list of symbols used in the article. The detection rate
?3 (4 ) signifies that if an attacker is detected, the attack ends immediately. In real-world scenarios,
various detection mechanisms, such as intrusion detection systems and real-time monitoring
solutions, may be deployed across different edges. These mechanisms include specific monitoring
protocols that trigger alerts for suspicious activities or unauthorized access attempts. Implementing
these strategies enhances overall security by swiftly identifying and mitigating potential attacks,
thereby minimizing the risk of unauthorized access to critical resources. The failure rate ? 5 (4 )
indicates the obstacles that hinder an attacker’s progress through edge 4 in the AD graph. These
barriers encompass strong authentication mechanisms, robust password policies, and multi-factor
authentication requirements.

If an attacker fails to bypass these security measures, such as correctly guessing a password, they
cannot proceed along edge 4 . Importantly, a failed attempt means the attacker is unable to traverse
edge 4 successfully. In this case, the attack does not terminate, and the attacker can continue
from other checkpoints by trying unexplored edges. The success rate ?B (4 ) denotes the attacker’s
likelihood of successfully passing through edge 4 and is calculated as ?B (4 ) = 1 − ? 5 (4 ) − ?3 (4 ) .
This metric considers factors such as exploit effectiveness, evasion of detection mechanisms, and
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Fig. 2. Attacker–defender problem on AD graph.

Fig. 3. � ′ is constructed from � .

the successful exploitation of vulnerabilities. It quantifies the attacker’s strategic ability to exploit
weaknesses in the AD infrastructure and navigate toward their objective. The strategic attacker
starts from one of the entry nodes and tries unexplored edges in order to reach DA. At any time
during the attack, the checkpoint indicates the set of nodes that the attacker has control of and can
continue the attack from (in case the attacker fails to pass through the edge). The defender seeks
to block a set of edges so as to minimize the attacker’s success rate. The defender has a limited
budget and can only block : edges. Not all edges are blockable; therefore, the defender can only
block “blockable” edges. Edge blocking is costly and requires efforts (auditing access logs) to safely
remove an edge; due to this, we cannot remove too many edges and have assumed a limited budget.
We assume that the attacker can observe the defensive action and accordingly come up with the
best-response attacking policy. Figure 2 illustrates the overall attacker–defender problem in an AD
graph, with an instance of AD attack graph created using DBCreator.6

5 Hardness Results
Let� be a graph with one entry node ENTRY and one destination node DA as shown in Figure 3(a).
For both the edges ENTRY→ 1 and ENTRY→ 2 in � , ?3 = 0.1 (?3 can be any arbitrary value
greater than 0) and ? 5 = 0.

Theorem 1. The attacker’s value is #%-hard to calculate.

Proof. The attacker’s value is the attacker’s probability for reaching DA before getting detected
under the attacker’s optimal attacking policy, facing a given defense (Figure 3(a)). A known #%-
complete result for the B − C connectedness problem [Valiant, 1979] states that, given nodes B and C
6DBCreator is a synthetic AD graph generator tool developed by the BloodHound team.
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in a directed graph, if every edge’s probability of existence is 0.5, then it is #%-complete to calculate
the probability that s and t are connected. We can apply this result to our problem by assuming
an edge’s ? 5 = 0.5 and ?3 = 0 for all edges in the attack graph.7 Therefore, the attacker’s value is
#%-hard to compute. �

Theorem 2. The attacker’s optimal policy is #%-hard to calculate.

Proof. We construct a graph� ′ from� as shown in Figure 3(b). Let� ′ be a directed graph with
a source node B and a destination node C . All the edges in graph � ′ have ?3 = 0 and ? 5 = 0.5. We
add two edges 1→ B and t→ �� to� ′, each with ?3 = ? 5 = 0. In addition, we add another edge 2
→ �� with ?3 = 0, ? 5 = 2 where 2 is any constant. In Figure 3(b), the attacker needs to determine
whether the attacker should go up (Entry→1) or down first (Entry→2). Let us assume that the
total failure rate for going from B to C is ?D? , and the failure rate for going from 2 to DA is ?3= . If
the attacker goes up (Entry→1) first, then,

Attacker′s value = 0.9(?D? + (1 − ?D? )0.9?3=).
Attacker′s value = 0.9?D? + 0.81?3= − 0.81?D? × ?3= .

If the attacker goes down first (Entry→2), then,

Attacker′s value = 0.9(?3= + (1 − ?3=)0.9?D? ).
Attacker′s value = 0.9?3= + 0.81?D? − 0.81?D? × ?3= .

Therefore, the attacker needs to determine a higher failure rate from two, ?D? or ?3= . We call this
problem an up-down deciding problem, and the attacker’s optimal policy is at least as difficult as
the up-down deciding problem. Let’s assume we have an oracle that solves the up-down deciding
problem. We can compute the exact value of ?D? by calling the oracle polynomial number of times
(value of ?D? is from a finite set, { 0

2< , 1
2< , ... 2

<

2< }, where< is the number of edges in the directed
graph containing B and C ). We can perform binary search on ?D? using our up-down oracle, i.e.,
every time we construct one attack graph, we can reduce the range of possible values for ?D? by a
factor of 2, and we need to call the up-down oracle only< times. This is Turing reduction as we use
the up-down oracle polynomial number of times to get the exact value of ?D? , and the construction
of< attack graphs is also polynomial. By Turing reduction, the up-down deciding problem behind
the oracle is at least as hard as calculating ?D? ; however, ?D? is #%-hard to computes (Theorem
1); therefore, the up-down deciding problem is #%-hard. Since the attacker’s optimal policy is at
least as hard as the up-down problem; therefore, the attacker’s optimal policy is also #%-hard to
calculate. �

Corollary 1. The defender’s value and policy are both #%-hard to calculate.

Proof. The defender’s value is the attacker’s chance of reaching DA (assuming the attacker
plays the optimal policy) under the best defense. Therefore, we can reuse the same reduction for the
defender’s problem. The defender’s policy with a budget of 1 is the same as the attacker’s policy,
since the attacker wants to use the same last edge the defender wants to block. Let us assume that
the defender’s budget is one for the defender’s policy. Now, the defender has 2 paths to block,
1→DA or 2→DA, and assuming only two edges t→DA and 2→DA are blockable. Therefore, the
defender’s policy is also at least as hard as the up-down deciding problem, which is #%-hard and
hence, the defender’s is also #%-hard to calculate. �

7This is a simple reduction from the known #%-complete B − C connectedness problem to the problem of calculating the
attacker’s value.
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6 Proposed FPT Kernelization
This section discusses the proposed kernelization technique that reduces the original graph to a
condensed graph. Kernelization is a common technique for fixed-parameter analysis that processes
a problem and reduces it to a smaller equivalent problem, called kernel. We can consider an attack
graph as a tree with ℎ extra edges, known as feedback edges (h) and ℎ =< − (= − 1). Splitting nodes
(t) are the nodes with more than one outgoing edge. DA does not have any successor in the graph,
and even if DA have any successors, that can be ignored as once the attacker reaches DA, the attack
ends. When C = 0, the attack graph is exactly a tree. Also, C ≤ ℎ. We denote the Number of entry
nodes using B . For kernelization, we consider one parameter of AD attack graphs, which is the
number of NSPs (paths from entry nodes, or other splitting nodes).

Definition 6.1. NSP. NSP(8, 9) is a path that goes from node 8 to 9 , where 9 is 8′B successor and
then continually moves to 9 ′B sole successor, until we reach DA or another splitting node [Guo
et al., 2022].

NSP = {NSP(8, 9) | 8 ∈ Split ∪ Entry}

where Split represents the set of splitting nodes and Entry represents the set of entry nodes.
An NSP is blockable only if at least one of its edge is blockable. In addition, once the attacker
chooses to move onto a NSP, it is without the loss of generality to assume that under the attacker’s
optimal policy, the attacker has to complete the NSP until the attacker (1) gets caught, (2) fails,
(3) reaches DA, or (4) reaches any splitting node. Otherwise, the attacker risks getting detected
without securing any new checkpoints (splitting nodes).

Definition 6.2. BW. A BW 1F (8, 9) is any furthermost blockable edge on path NSP(8, 9). Two
NSPs may share the same BW edge.

�, = {1F (8, 9) | 8 ∈ Split ∪ Entry, 9 ∈ Successor (8)}

Notably, for the edge-blocking strategy, we only need to spend one unit of budget on NSP(8, 9);
otherwise, we could simply block 1F (8, 9) to eliminate this NSP from the attacker’s consideration.
Size of BW edge set |�, | can be bounded as

|�, | ≤ B + C + ℎ
|�, | ≤ B + 2ℎ, since C ≤ ℎ

Figure 4 illustrates an attack graph, where the entry node is B , destination node is ��, split nodes
are {0,3, 5 }, and NSPs are {(B, 0), (0,1, 2, 3), (0, 4, 5 )}. The thick edges are blockable, so blockable
edges are {(1, 2), (2, 3), (0, 4)} and BW set is {(2, 3), (0, 4)}. In the original AD attack graph, there
are = nodes and< edges. The kernelization technique converts the original graph into a condensed AD
attack graph with only (|Entry| + |Split| + 1) nodes and |NSP| edges.

7 Proposed Approach 1: Combining NN and EDO
This section first discusses the mechanism to convert the attacker’s problem to a DP. We then
discuss the proposed attacker’s policy that trains a NN to approximate the attacker’s problem. We
then present the proposed defensive policy. Finally, we discuss the overall proposed NNDP+EDO
attacker–defender approach.
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Fig. 4. Example of attack graph.

Fig. 5. Example of state transition process.

7.1 Converting Attacker’s Problem to DP
We describe the attacker’s problem of devising an attacking policy that maximizes the probability
of reaching DA as a MDP, where the state B is a vector of size |#(% | and can be represented as

Attacker state s = < (, �, ?, ?, ?, (, � , ?, ?, ?, ?, ?, (, � , � >︸                                         ︷︷                                         ︸
Length = Number of NSP

(1)

where

“S” represents that the attacker has tried NSP and it is successful (the attacker has reached at the
end of NSP)
“?” represents that the attacker has not yet attempted the NSP
“F” represents that attacker has tried NSP and failed (not detected).

Given a state vector as shown in Equation (1), the attacker tries one of the NSP (action for a
state) with status “?” (not attempted) in order to reach DA. The realization of the NSP that the
attacker tries can turn out to be either successful, fail, or detected. Accordingly, the status of that
NSP changes to “S” or “F,” and the attacker gets a new state. However, if the attacker is detected,
the attack ends. All the NSPs that the attacker has tried and are successful act as checkpoints for
the attacker. The attacker can explore an unexplored edge from these checkpoints in the future. In
this way, the attacker tries unexplored NSPs until the attacker reaches DA or is detected.

7.1.1 State Transition Function. For a state and action (actions for a state s are the unexplored
NSPs outgoing from the end node of successful NSPs in state s), we may have a distribution of
future states. We have described the state transition process using Figure 5. For simplicity, assume
that every edge in Figure 5 has ?3 = 0.1 and ? 5 = 0.2. We have two NSPs, <NSP(ABCD), NSP(ECD)>
visible in our figure, so we focus on these two NSPs for presentation purposes. The initial state
vector is < ?, ? >. We can try one of the NSPs. Let us try NSP(ABCD), and we go through each
edge on this NSP.
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If AB fails, the status of its NSP changes to “F,” and the new state is <F, ?>. This state is added to
the future state set with 0.2 transition probability. There is 0.1 probability the attack ends and 0.7
probability of successfully passing through edge. If edge AB succeeds but BC fails, <F,?> state is
already in set; therefore, its transition probability is updated to (0.7 × 0.2 + 0.2) = 0.34. There is (0.7
× 0.1) = 0.07 probability that the attack ends and the probability of successfully passing through
edge is (0.7 × 0.7) = 0.49. If edge AB succeeds, BC succeeds, but CD fails: CD is a common BW
edge between NSP (ABCD) and NSP (ECD). If CD fails, both the NSPs sharing CD fail, and the new
state is <F, F>. The state is added to the future state set with (0.7 × 0.7 × 0.2) = 0.098 transition
probability. There is (0.7 × 0.7 × 0.1) = 0.049 probability that the attack ends, and the probability
of successfully passing through edge is (0.7 × 0.7 × 0.7) = 0.343. If AB succeeds, BC succeeds, CD
succeeds: All the edges on NSP (ABCD) have been explored, and we can successfully go through
this NSP. Therefore, we have a new state <S, ?>. This state is added to the future state set with 0.343
transition probability. On trying NSP (ABCD), we get three future states and their corresponding
transition probabilities, {(< �, ? >, 0.34), (< �, � >, 0.098), (< (, ? >, 0.343)}.
State Transition Rules. Two or more NSPs may share the same BW edge, making the state

transition process complicated. In Figure 5, there is one splitting node � and two NSPs, i.e., ����
and ��� . However, the two NSPs are not independent as they share the same BW edge �� . We
design the following rules for the state transition:

(1) If #(% (����) is successful, we change the status of all unexplored NSPs ending at node �
to successful. Since we already have access to node � , we do not have to try these NSP(ECD).
We can directly change the status of #(% (���) to “S.”

(2) If all the NSPs that end on a split node � fail, then the status of all the NSPs from the split
node � is changed to “F.”

(3) If a #(% (����) fails, then it may or may not affect the status of other NSPs ending or
originating from node � . It depends on which edge on the #(% (����) fails. The failure on
#(% (����) may be due to any edge ��, �� , or �� . If edge �� or �� fails, then it will not
affect the status of #(% (���), and we can try #(% (���) later; however, if the common
BW edge �� fails, then the status of all the NSPs sharing this BW edge is changed to “F.”
Therefore, we need to determine where exactly the failure occurs and if this failure will affect
the other NSPs or not.

During state transition, for each new state B , we first check if it is already a determined state
or not. Determined states are the states which are already present in the future state set, and for
each determined state, we have identified set of actions that can be performed on that state. If the
state is not determined yet, we compute admissible set of actions �(B), for this state. Admissible set
of actions are the actions available for the state, i.e., set of unexplored NSPs that can be explored
from the checkpoints of this state. Notably, admissible actions only include unexplored NSPs and
ignore those NSPs for which we do not have access to their source node. The maximum size of the
attacker’s state space can be 3 |#(% | , which is very large; however, not all state vectors are possible
or relevant for the attacker. We only consider the state vectors that are relevant for the attacker
by following the state transition process; given an initial state and admissible set of action, we
determine the future states that an attacker can encounter on the way to DA, and we call these
states as important states. Moreover, Guo et al. [2022] showed that the attack paths in AD graphs
are usually short, which indicates that there are only a limited number of future states to DA.
The state transition process reduces the size of the state space to a great extent. We can solve the
attacker’s problem using the DP technique. For a given state B and action 0 from admissible set
of actions 0 ∈ �(B), the attacker problem of maximizing the probability of reaching DA can be
written as
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+ (B) = max
0∈�(B )

(∑
B′

%A (B′ | B, 0)+ (B′)
)
, (2)

where+ (B) denotes the value function for the current state B , i.e., probability of reaching DA when
the attacker is in state B , B′ denotes the distribution of future states that follows after choosing action
0 and %A (B′ | B, 0) denotes the state transition probability of B′, when an action 0 is performed on B .
Equation (2) can be solved by computing the value functions for smaller problems and the overall
value function step by step. Nevertheless, backward induction can be computationally challenging
for large state spaces. Therefore, we use NNs to approximate the DP function.

7.2 Attacker’s Policy: Neural Network-Based Dynamic Program (NNDP)
We use NN to approximate the attacker’s problem, and it acts as a fitness function for the EDO.
Given a blocking plan, NN outputs a value that indicates the attacker’s chances of reaching DA. For
approximating the attacker’s value function, we first supervise NN to learn the DP base states. Base
states are the states where the status of NSPs that end at DA is either “S” or “F.” NSPs that end at DA
with status “S” are always 100% successful, and therefore, the value of these states is 1; the attacker
will reach DA. If all the NSPs leading to DA have status “F,” the attack fails 100%; therefore, the
value for these states is 0. Once the attacker reaches DA, there is no state transition, as the attack
ends immediately. For other states, we train the NN to learn the recursive relationship of Equation
(2). We select an initial state vector (actual state vector corresponding to a blocking plan; the state
where some coordinates are “F,” which are the NSPs blocked by the blocking plan and the rest of the
coordinates are “?”) as shown in Equation (1) and generate a batch of future states to train NN. Given
an initial state, NN makes an optimal decision (according to the NN model) with 0.5 probability
or makes a random decision with 0.5 probability to explore other possibilities. It is possible that
the action performed by NN is not optimal; therefore, we employ randomness to explore other
actions as well. After performing an action, we may have a distribution of future states and their
transition probabilities. We select one of the future states weighted by its probability. Similarly, we
keep moving to other states until we reach the base state. We train the NN to learn the recursive
relationship between states and minimize the mean squared error (MSE) of the estimated results
of the value function. Let + (B;\ ) be the value predicted by the NN, where B represents the input
state vector, and \ be the model parameter. Ideally, + (B;\ ) is exactly a DP function. The loss is
computed as follows:

!>BB =
∑
B∈(

(
+ (B;\ ) − max

0∈�(B )

(∑
B′

%A (B′ | B, 0)+ (B′)
))2

, (3)

where ( is the set of all states. It is impractical to compute the gradient for all states in one iteration;
therefore, we adopt a common approach of performing gradient descent on a mini-batch of data to
train the NN. As the NN value function gets better, there are higher chances that the generated
states are optimal or near-optimal, which indicates that the attacker may go via these states to DA.
In addition, given a deep enough NN model and unlimited time, this will give us optimal results.

7.3 Defender’s Policy: EDO
The defender uses EDO to block : BW edges in order to minimize the strategic attacker probability
of reaching DA. NN acts as a fitness function for EDO, and the fitness function computes the
attacker’s probability of reaching DA, for a given blocking plan. The defender uses EDO to obtain a
diverse set of defensive blocking plans to train NN, with an aim to improve the accuracy of trained
NN for modeling the attacker. We have only considered the BW edges for the defensive policy. The
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Algorithm 1: Evolutionary Diversity Optimization based Defender’s Policy
1: Initialise population P with ` defensive plans
2: Select individual ?′ uniformly at random from % and create an offspring ?′=4F by mutation or

crossover
3: If ($%) − 0.1) ≤ 5 8C=4BB (?′=4F) ≤ ($%) + 0.1), add ?′=4F to %

4: If |% | = ` + 1, remove individual A from % that contributes least to diversity, i.e., minimum
(>AC43�8E4A (� (1F)\?A )

5: Repeat steps 2 to 4 till the termination condition is met

Algorithm 2: Mutation Operator
Input: Population % , bits to mutate G
1: ?′ ← '0=3><(4;42C (%)
2: ?′′ ←Flip G �B to #B and G #B to �B in ?′

3: return ?′′

defensive state vector can be represented as:

Defensive plan = < #, �, . . . , �, # , � >︸                      ︷︷                      ︸
Length = Number of block-worthy edges

(4)

where

“B” represents blocked edges
“N” represents non-blocked edges

EDO.Algorithm 1 outlines the overall defender’s policy.We initially generate a random population
% of ` defensive blocking plans, and each blocking plan is a vector of size |�, |. The values in a state
vector are either � or # , and the number of �s is always equal to : (defensive budget). We randomly
select individuals from % for mutation and crossover. We also draw a random number G from the
Poisson distribution with a mean value equal to 1 and perform either mutation or crossover with a
probability of 0.5 to create new offspring. Our mutation and crossover operators ensure that the
number of blocked edges in an offspring does not exceed : . The mutation and crossover operations
are discussed in detail below:

Mutation. We pick a random individual ?′ from the population % and flip G #B to �B and G �B to
#B . Algorithm 2 presents the mutation operator. For example, we pick a random individual ?′ =
< �, #, #, #, �, # , #, � > from the population % . To mutate ?′, we flip two #B to �B and two �B to
#B . New individual obtain is: < #, �, # , #, �, # , �, # >.
Crossover. We pick two random individual state vector ?′ and ?′′ from the population % to

crossover. We find G coordinates where ?′ has #B on those coordinates, and ?′′ has �B on those
coordinates. For these coordinates, we change #B in ?′ to �B and change �B in ?′′ to #B . We then
find G coordinates where ?′ has �B on those coordinates and ?′′ has #B on those coordinates. We
again change �B to #B and #B to �B . Algorithm 3 presents the crossover operator.

Maximizing Blocked Edges Diversity. We add the newly created offspring to the population only if
its fitness score lies within the range of ($%) ±0.1); otherwise, the offspring is rejected even though
it is beneficial for diversity. If the new offspring is added to the population, we aim to maximize the
blocked edge diversity and remove the individual that contributes least to the diversity. We define
the diversity measure as “all block-worthy edges are equally blocked.” Our proposed diversity
measure aims to maximize the diversity of blocked edges in the defensive plan population. It
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Algorithm 3: Crossover Operator
Input: Population %

1: ?′, ?′′ ← '0=3><(4;42C (%)
2: for 8 = 1, ..., ;4=(?′) do
3: if (?′ [8] == 0 ∧ ?′′ [8] == 1) then
4: �.0??4=3 (8)
5: end if
6: end for
7: �′ = Randomly select G bits from �

8: for all 8 ∈ �′ do
9: set ?′ [8] = 1 and ?′′ [8] = 0

10: end for
11: for 8 = 1, ..., ;4=(?′) do
12: if (?′ [8] == 1 ∧ ?′′ [8] == 0) then
13: �.0??4=3 (8)
14: end if
15: end for
16: � ′ = Randomly select G bits from �

17: for all 8 ∈ � ′ do
18: set ?′ [8] = 0 and ?′′ [8] = 1
19: end for
20: return ?′

calculates how often each BW edge is blocked in the population, with the aim of making this
frequency equal. When a new offspring is created using mutation or crossover, the offspring is
added to the population only if its fitness score is close to the best fitness score and rejects the
individual that contributes least to the diversity. Let us assume there are ` individuals in % . Each
individual ?8 can be described as:

?8 =
(
(�/#,1F1), (�/#,1F2), ..., (�/#,1F |�, | )

)
,

where B/N denotes the status of BW edge; “B” indicates blocked, “N ” indicates non-blocked, and
8 ∈ {1, ..., `}. We then compute the BW edge count vector � (1F), which is defined as “for each
block-worthy edge 1F 9 , 9 ∈ {1, ..., |�, |}, the number of individuals who have blocked 1F 9 edge.”

� (1F) = (2 (1F1), 2 (1F2), ..., 2 (1F |�, | )),
where 2 (1F1) denotes the total individuals out of ` who have blocked 1F1 edge. For each

individual ?8 , we then determine the vector �8E4A (� (1F)\?8 ), which computes the diversity of the
population without individual ?8 as

�8E4A (� (1F)\?8 ) =� (1F) − ?8 .
Our goal is to maximize the blocked edge diversity; therefore, we calculate (>AC43�8E4A

(� (1F)\?8 ) as

SortedDiver(� (1F)\?8 ) = B>AC

(
�8E4A (� (1F)\?8 )

)
.

To maximize the diversity of blocked edges, our goal is to minimize the (>AC43�8E4A (� (1F)\?8 )
in lexicographic order where sorting is carried out in descending order. The individual ; with
minimum (>AC43�8E4A (� (1F)\?; ) is the one, removal of which maximizes the diversity. Therefore,
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Fig. 6. Example of maximizing blocked edge diversity.

the individual ; is removed from the population, if its removal maximizes the diversity and its
fitness score is not close to the best. In special cases, when the newly created offspring has the best
fitness score, we add it to % (even though it is worst in terms of diversity), and the individual with
the lowest fitness score is discarded. Using this process, the defender generates a diverse population
of defensive plans. Figure 6 presents an example of maximizing the blocked edge diversity in the
population.
Converting Defensive Blocking Plan to Actual State Vector. For each defensive blocking plan

vector (Equation (4)), we first need to convert it to the actual state vector (Equation (1)) in order to
determine the attacker’s chances of reaching DA (corresponding to this blocking plan). “Actual
state vector” is the state vector used in the attacker’s MDP. For each BW blocked edge 1F in the
defensive state vector, we first determine the number of NSPs blocked by this 1F edge and then
change the status of those NSPs to “F,” keeping the status of the rest to “?.”

7.4 Overall Approach: NNDP+EDO
Initially, we have a NN which is highly inaccurate (attacker’s policy). We generate a diverse set of
blocking plans as training data for NN using EDO (Defender’s policy), and NN acts as an efficient
fitness function for EDO. Notably, the exact fitness function is #%-hard to compute; therefore, we
use NN as a fitness function. We convert the blocking plans to the actual state vectors and in each
training epoch, select a random blocking plan out of the population to train NN, which we call an
initial state vector. We use the state transition process to determine the future states set, transition
probabilities and admissible action set. We then train NN using Equation (3) on the future state set
to approximate the value function, i.e., NN outputs the attacker’s probability of reaching DA with
the given blocking plan. We repeatedly train NN on diverse blocking plans aiming to improve the
accuracy of NN for modeling the attacker. We repeatedly go back and forth between training NN
and EDO processes for many rounds to get a well trained NN that can act as an efficient fitness
function for EDO. In the last round, we train NN once again on the population obtained from the
last round of EDO. EDO prevents the NN model from getting stuck into local optima too early,
especially in the early phases of the training when the value function is highly inaccurate. In
addition, not all states are important for the attacker; therefore, we let the value of states that are
referenced by the attacker’s optimal decision path, be more accurate by training NN on these states.

8 Proposed Approach 2: Combining RL and EDO
This section outlines our second proposed approach for defending AD graphs. We first present
our proposed RL-based attacker’s policy. Following that, we discuss the C-EDO-based defender’s
policy. Later, we describe our overall attacker–defender approach.
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8.1 Attacker Policy: RL
The attacker’s goal is to design a strategy that maximizes their chances of successfully reaching the
DA. We describe the attacker’s problem as an MDP and propose a RL-based policy to address the
attacker’s problem. Our proposed RL-based attacker policy uses PPO algorithm, an actor–critic-
based approach, to train the RL agent. We train our RL agent in parallel against multiple instances
of environment configurations at a time, and each environment contains a defensive plan from the
defender. Training the RL agent in parallel on numerous environments speeds up the training
process as the agent is able to learn from various defensive plans at a time. Moreover, the shared
experience that the RL agent gains from the different environments can be used to make better
decisions and achieve a higher reward in the final stages of the game. This section discusses our
proposed RL-based attacker’s policy in detail.

8.1.1 Environment. We model the attacker’s problem of designing a policy to maximize their
chances of successfully reaching the DA as MDP. We call the attacker’s MDP " = ((,�, ',) ) as an
environment, where ( denotes the state space, � denotes the action space, ' is the reward function,
and ) represents the transition function. The description of the environment is discussed below.

State Space (S). State space ( is a finite set of attacker’s states, and state “‘B” is a vector as described
in Equation (1). At any time C during the attack, the attacker’s current state BC acts as a knowledge
base and conveys the set of NSPs that the attacker has control of, NSPs that the attacker has failed
on and NSPs that the attacker can try in future. The attacker has two base states: (1) When the
attacker reaches DA, the attack is successful and terminates; (2) When the attacker is not able to
reach the DA; the reason can be that they got detected or has tried all possible NSPs, and there is
no option left to explore; in this case, the attack fails and ends.
Action Space (A). Action space � is the action set available for state B , which are the outgoing

NSPs from the successful NSPs in state B . The attacker’s action space is discrete. Action 0 is one of
the NSPs from the action space of state B and indicates that the attacker tries this NSP to reach the
DA.

Reward Function (R). The reward A (B, 0) for state B on performing an action 0 is 1 if the attacker
is able to reach the DA without getting detected. Otherwise, the reward is 0.

Transition Function (T). For a given state B and action 0, the transition function performs action 0

on state B , and may have a set of future states. Each future state is associated with its transition
probability, and one state is selected as the next state (weighted by its transition probability). We
discussed the details of the state transition function in Section 7.1.1.

8.1.2 Policy Training. We propose to utilize PPO RL algorithm to train the attacker’s policy so
as to maximize the attacker’s success rate. PPO follows an actor–critic approach that exploits the
advantages of policy-based and value-based approaches while eliminating their disadvantages.
In this approach, the policy and value networks help each other improve. In our approach, we
train two networks: the actor network and the critic network. Actor network, also referred to as
policy network, takes the current state B as input and outputs the action 0 to be performed on B .
The actor network updates the policy parameters in the direction implied by the critic network.
Critic network, also known as value network, takes the state as input and outputs the value of state.
For an attacker problem, value of the state is the attacker’s success rate.

Our RL agent uses the actor–critic-based PPO algorithm to train the attacker’s policy by interact-
ing with the environment (each environment is associated with a configuration, i.e., defensive plan).
The RL agent does not possess any prior knowledge of the environment. Instead of training the RL
agent against a single environment, we train the agent against multiple parallel environments. Each
environment is initialized with the attacker’s initial state (defensive plan is converted to obtain
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attacker’s initial state). The following process is executed in all environments simultaneously. At
each timestep C of an episode, the RL agent receives state BC . The trained actor network issues an
action 0C to be performed on the current state BC , and action 0C is sent to the environment. The
environment performs action 0C on state BC and reaches a new state BC+1 (following the transition
function) and receives a reward AC+1 (following the reward function). The process repeats until
we reach the base state, i.e., the attacker reaches DA or gets detected. In this manner, we obtain
a sequence of states, actions, and rewards that terminates at the base state. The designed policy
intends to maximize the total reward received during an episode. The final reward is the attacker’s
success rate. This way, the attacker designs RL-based policy to maximize their achievable reward
(success rate). Training the RL policy in multiple environments at a time helps the attacker’s policy
to learn quickly from multiple defensive plans at a time. As a result, the training process is more
efficient, due to which our proposed approach is scalable to large AD graphs as well.

8.2 Defender Policy: C-EDO
The defender’s goal is to block : BW edges to minimize the attacker’s chances of successfully reach-
ing the DA. We propose a C-EDO-based defensive policy that computes high-quality and diverse
environmental configurations (defensive plan). We aim to identify the valuable environments, i.e.,
the environment configurations that correspond to potentially good defense. Our main idea is to
let the RL agent play against the environment configuration, and if, after training for some time,
the configuration proves to be unfavorable for the defender (i.e., the attacker has a high success
rate against the configuration), we discard this environment configuration. We do not waste our
computational effort on this environment and allocate our limited computational resources to other
challenging environments. The high-quality and diverse characteristics of environments enhance
the accuracy of modeling the attacker.

In contrast to our previously proposed defender’s policy outlined in Section 7.3, which employed
a NN as the fitness function for evaluating the defensive plans, our current defensive policy takes
a different approach. In this, the trained RL critic network serves as a fitness function for the
defender’s C-EDO. The defender only blocks BW edges to generate environment configuration. The
defender’s environment configuration is represented as shown in Equation 4, and we follow the
same procedure to generate the environment configuration (defensive plan) population as discussed
in Section 7.3; however, instead of NN, we use the trained RL critic network as the fitness function
in this approach.

8.3 Attacker–Defender Overall Approach
The defender employs C-EDO to generate high-quality and diverse environment configurations,
each containing a defensive plan worth learning for the attacker policy. The attacker uses an actor–
critic-based RL algorithm to train their policy against the defender’s environment configurations.
The attacker’s trained RL critic network serves as a fitness function for the defender C-EDO. The
attacker first converts the defensive plans in environment configurations (Equation (4)) to the
attacker’s initial state (Equation 1)). The RL agent then interacts and learns from the environments
in parallel by issuing actions according to the trained policy. The environments perform the action
and return a new state and reward. The quality of the trained policy is determined based on the total
reward collected by the agent during an episode. Initially, the policy is not trained, and the action
suggested might result in low rewards, but with training, it results in high rewards (attacker’s
success rate). In this way, the RL agent trains the policy to maximize the reward. The RL learning
process is continuous and is not disrupted by any other process.

Besides, our defensive policy is based on the idea of “replicating the environment configurations
that perform well for the defender and diminishing the ones that do not.” The defender process
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Fig. 7. Overall attacker–defender proposed approach.

continuously monitors the RL training process and, after every regular interval, uses the trained
critic network to evaluate the current set of environments.The defender discards those environments
that are good for the attacker and replaces them with better ones. This way, at the beginning of
every episode, the RL agent checks if the defensive plan configuration corresponding to each
environment is changed or not. If changed, the attacker initializes the environment with the new
defense configuration and starts training the agent against it. In this manner, the attacker and
defender play against each other in parallel, where the attacker’s RL process continuously learns,
and the defender process evaluates the current environment configurations and generates better
ones. C-EDO’s diversity characteristic helps RL not get stuck in the local optimum. For the RL
agent, the diversity in environmental configurations primarily differs only in the initial stages,
referred to as opening games. However, the later stages, including end-games or mid-games, tend to
be similar across environments. Therefore, we utilized the similarity in later stages by training the
agent against multiple environments in parallel, due to which our RL agent gains shared experience,
resulting in faster convergence and enhanced performance. The RL agent experiences differences in
environmental configurations only in the early stages, but the later stages tend to be similar across
environments. We took advantage of this similarity and trained the agent on multiple environments
in parallel, due to which our agent gained shared experience, resulting in faster convergence
and enhanced performance. Overall, the trained attacker’s RL policy improves as the defender
generates better environmental configurations using C-EDO. The defender’s policy generates better
environments as the attacker’s critic network is trained. This way, these two processes assist each
other to perform better. Figure 7 illustrates our overall proposed approach.

9 Experimental Results
We executed experiments on a high-performance cluster server with Intel Gold 6148/6248 CPUs,
utilizing 1 CPU and 1 Core for NNDP+EDO approach; and 1 CPU and 20 cores for RL+C-EDO
approach, for each trial. We implemented the code in PyTorch. We used OpenAI Gym [Brockman
et al., 2016] to implement the RL environments and trained the RL model using the PPO algorithm
from the Tianshou library [Weng et al., 2022]. In our results, “Success Rate” represents the attacker’s
chances of successfully reaching DA before getting detected (given the attacker’s policy) under the
defensive blocking plan from the defender’s policy. “Time (hour)” is the number of hours per trial.

9.1 Dataset
Real-world AD graphs are highly sensitive; therefore, we used BloodHound team’s synthetic
graph generator DBCreator to generate synthetic AD graphs. We generate AD graphs of four
sizes, i.e., '500, R1000, '2000, and '4000, where 500, 1,000, 2,000, and 4,000 indicate the number of
computers in the AD graph. R500 AD graph contains 1,493 nodes and 3,456 edges; R1000 AD graph
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Table 3. Summary of Synthetic AD Attack Graphs

AD attack graph Nodes Edges Max out
degree

Number of
splitting nodes

Attacker’s state
cardinality

R500 1,493 3,456 3 4 24
R1000 2,996 8,814 4 9 35
R2000 5,997 18,795 4 15 42
R4000 12,001 45,780 6 37 111

contains 2,996 nodes and 8,814 edges; '2000 AD graph contains 5,997 nodes and 18,795 edges;
'4000 AD graph contains 12,001 nodes and 45,780 edges. Table 3 presents the summary of synthetic
AD attack graphs. Our experiments consider only three specific kinds of edges, by default present
in BloodHound: HasSession, MemberOf and AdminTo. To set the attacker’s starting nodes, we
first find 40 faraway nodes from DA and then arbitrarily set 20 nodes from them as the starting
nodes. Each edge 4 is blockable with a probability:

Probability =
Min #hops between e and DA

Max #hops between any e and DA

This way, the edges farthest from the DA, i.e., less significant edges, are more likely to be blocked.
It is challenging to perform computations on a large AD graph; therefore, we pre-process it to
obtain a smaller graph. Pre-processing includes merging all DA into 1 DA, removing nodes and
edges irrelevant for the attacker (outgoing edges from DA, all incoming edges to the entry nodes
and the nodes without any incoming edges). We also consider an NSP (Definition 6.1) as one edge.

Furthermore, to investigate the relationship between the failure rate ? 5 (4 ) and the detection
rate ?3 (4 ) of an edge 4 on the attacker’s chances of success, we use three different distributions:
Independent distribution, Positive correlation, and Negative correlation.

— Independent Distribution (I). For the independent distribution, the values of ?3 (4 ) and ? 5 (4 ) are
set as follows:

?3 (4 ) , ? 5 (4 ) = Independent uniform (0, 0.2)

—Positive Correlation (P). For the positive correlation, the values of ?3 (4 ) and ? 5 (4 ) are set as
follows:

?3 (4 ) , ? 5 (4 ) =N(`, Σ),

where

` = [0.1, 0.1]
Σ = [[0.052, 0.5 × 0.052], [0.5 × 0.052, 0.052]]

Here, N represents the multivariate normal distribution, ` represents the mean vector, and Σ
represents the covariance matrix.

—Negative Correlation (N). For the negative correlation, the values of ?3 (4 ) and ? 5 (4 ) are set as
follows:

?3 (4 ) , ? 5 (4 ) =N(`, Σ),
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where

` = [0.1, 0.1]
Σ = [[0.052,−0.5 × 0.052], [−0.5 × 0.052, 0.052]]

Again, N represents the multivariate normal distribution, ` represents the mean vector, and
Σ represents the covariance matrix.

9.2 Training Parameters
This section discusses the training parameters used for training the NN and RL.

Neural Network-Based Dynamic Program. In our approach, we use a simple fully connected NN,
and a ReLU activation function follows each NN layer. For the '500 graph, a small NN with four
fully connected layers is used, whereas, for R1000 and '2000, we use a NN with 10 layers. The
size of each layer is 256, and the last layer of NN is followed by a sigmoid activation function that
maps the model output to a value between 0 and 1 (the attacker’s chances of reaching DA). We
train the NN in a batch of 16 states. We use the MSE to compute the loss, and train the parameters
using Adam Optimizer with a learning rate of 0.001. The model is trained for 500 epochs in each
round. We set the defender budget to 5. We generate a population of 100 defensive blocking plans
in 10000 iterations and perform mutation or crossover with a probability of 0.5. We repeat the
combined process (training NN and generating blocking plans using EDO) for 100 rounds. We
perform experiments with a seed from 0 to 9 for 10 separate trials (we conduct experiments on 10
different AD graphs with different entry nodes and different blockable edges).
Reinforcement Learning. We used a simple fully connected multi-layer NN to implement the

actor and critic networks. The hidden layer size is 128 for R500 and R1000 AD graphs, and 256
for '2000 and '4000 AD graphs. The parameters are trained using Adam optimizer, learning rate
of 14−4 and batch size of 800 states. For PPO-specific hyper-parameters, we used the standard
hyper-parameters as specified in the original article [Schulman et al., 2017]. We created 20 environ-
ments. For experimental setup 1, we parallelly train the RL policy for a total of 700 epochs (1,200
epochs for '2000 and '4000 AD graph) on 20 environments. After every 20 training epochs, the
defender evaluates and resets the environments. When the terminating condition is met (number
of epochs), the defender chooses the defensive plan with the lowest attacker success rate as their
best environment configuration. For experimental setup 2 and 3, we train the RL policy for 150
epochs on 20 environments parallelly. The trained attacker’s policy is then simulated on the best
environment configuration for 5, 000 episodes, and the average reward over 5, 000 episodes is the
attacker’s success rate. Notably, we intensively train the RL-based attacker’s policy to obtain a
good attacking strategy, as the effectiveness of defensive plans depends on the attacker’s model
accuracy. For the defender’s policy, the defender can only block 5 edges. In 20, 000 iterations, the
defender creates a population of 20 environment configurations (defense).

9.3 Performance Evaluation: Experimental Setup 1
This section evaluates the performance of proposed NNDP+EDO and RL+C-EDO approaches and
reports the results in comparison to the baselines.

9.3.1 Baselines. We compare our proposed approach with a combination of various attacking
and defensive policies, and the details are described below:

(1) NNDP+EDO (Proposed). NNDP approach is used to approximate the attacking policy and
EDO for the defensive policy. The defensive plan that contributes least to the diversity is
rejected, and the fitness value is evaluated using NNDP.
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(2) RL+C-EDO (Proposed). In this approach, RL is utilized as the attacker’s strategy, whereas
C-EDO is used as the defender’s policy. In C-EDO, the defender rejects those defensive plans
that contribute least to diversity.

(3) NNDP+EDO+DP. NNDP is used to approximate the attacking policy and EDO for defensive
policy. However, instead of using NNDP to evaluate the success rate of the best blocking plan
(as in our proposed approach), we use accurate DP to determine the value of the defensive
plan.

(4) Exact Solution. A DP is used as the attacker’s policy, and a defensive blocking plan is obtained
by exhaustively trying each in order to get the best plan.

(5) NNDP+EC. In this approach, NNDP is used to approximate the attacking policy, and EC is
used to design the defensive policy. In EC, the blocking plans with the worst fitness values
are rejected, and the fitness value is evaluated using NNDP.

(6) RL+EC. In RL+EC approach, RL is utilized as attacker’s policy, and EC is used as the defender’s
policy. In EC, the defensive plan with the worst fitness score are discarded.

(7) NNDP+Greedy.The attacker uses NNDP to approximate the attacking policy, and the defender
adopts a greedy approach to design the defensive policy. The defender greedily blocks the
single best BW edge to minimize the attacker’s chances of reaching DA using NNDP. The
defender repeats this for : times.

(8) RL+Greedy. In RL+Greedy approach, RL is utilized as attacker’s strategy. The defender uses a
greedy technique to generate defensive policy and greedily blocks one edge that minimizes
the attacker’s success rate; and iteratively discovers : edges to be blocked.

Notably, NNDP+EDO+DP and Exact solution use DP to evaluate the blocking plan; however,
it is infeasible for DP to process large graphs. Therefore, for the '500 graph, we compare our
proposed approach NNDP+EDO, with NNDP+EDO+ DP and the Exact solution. For larger graphs
'1000 and '2000, we compare our proposed approaches NNDP+EDO, RL+C-EDO with NNDP+EC,
NNDP+Greedy, RL+EC and RL+Greedy to determine our defensive strategies’ effectiveness. NNDP
attacker’s policy is not scalable to '4000 AD graphs; therefore, we only report the results obtained
from RL-based attacker’s policy.

For NNDP attacker’s policy, the trained NNDP may not give us accurate values of the success rate
for the defensive plan; therefore, we use Monte Carlo simulations to determine the effectiveness
of the defensive plan. We first perform 100 rounds of NNDP+EDO and as a result, we have a
trained NN (attacker’s policy) and a set of blocking plans (defender’s policy). We simulate the
attacker’s policy (NNDP) on the best defensive blocking plan (predicted by NNDP) using Monte
Carlo simulations over 100,000 runs to determine attacker’s chances of reaching DA. We performed
all the experiments ten times with a seed from 0 to 9, and the average results over all seeds are
presented as final results.

For RL attacker’s policy, we first train the RL-based attacker’s policy on the environment con-
figurations (defensive plan) generated by the defender’s policies, i.e., C-EDO, EC, and Greedy.
We then test the effectiveness of the attacker’s policy against the defender’s best environmental
configurations. We report the average success rate by simulating the attacker’s strategy on the best
environment for 5, 000 episodes. For each AD graph, we perform experiments on 5 seeds from 0 to
4, and report the average success rate over 5 seeds.8

9.3.2 Results on R500. Table 4 presents the success rate of the proposed approach NNDP+EDO
and other baselines on synthetic '500 graph under various distributions. The attacker’s average
success rate is 87.96% when simulated using Monte Carlo over 100,000 runs with our proposed
8We opted to perform experiments on 5 seeds due to the high training time required for training the RL-based attacker’s
policy.

ACM Transactions on Evolutionary Learning and Optimization, Vol. 5, No. 3, Article 19. Publication date: August 2025.



Hardening Active Directory Graphs 19:27

Table 4. Comparison of Attacker’s Chances of Success under Various
Attacker–Defender Policies on '500 AD Attack Graph

Graph Approach I P N Average
NNDP+EDO (Proposed) 87.96% 84.77% 84.5% 85.74%

R500 NNDP+EDO + DP 90.49% 84.8% 84.46% 86.58%
Exact solution 89.73% 84.78% 84.45% 86.32%

Fig. 8. Deviation of proposed NNDP+EDO approach from the exact solution for R500 AD graph across various
distributions.

defense EDO and NNDP (under independent distribution). Moreover, the exact actual success rate
for our proposed defense when evaluated using NNDP+EDO+DP is 90.49%. This indicates that
for a blocking plan from EDO, our trained NNDP generates an error of 2.53% in the success rate.
For exact optimal defense, the attacker’s success rate is 89.73%, which indicates that our proposed
defense is 0.76% (less than 1%) away from the optimal. Similarly, the proposed defense NNDP+EDO
performs near-optimal under positive correlation; NNDP+EDO believes the best defense has a
success rate of 84.77%, but in reality, the accurate success rate of the proposed defense is 84.8%,
which is slightly worse than the exact solution 84.78%. In negative correlation as well, NNDP+EDO
defense is nearly as effective as optimal. Figure 8 shows the deviation of proposed NNDP+EDO
approach from the exact solution across various distributions.

9.3.3 Results on R1000. Table 5 presents the results for R1000 AD attack graph. It is impossible to
determine the exact attacker’s success rate for R1000 graph using DP; therefore, we use NNDP and
RL to approximate the attacker’s policy. Bold results indicate the best results among the proposed
and all baselines.

For NNDP attacker’s policy, results show that, on an average, the proposed EDO-based defense
NNDP+EDO leads to the best defensive policy as compared to the other defense (NNDP+EC and
NNDP+Greedy). For instance, under independent distribution, the attacker’s success rate is 42.69%
with EDO defensive policy; however, the success rate increases to 43.19% and 53.89% when facing
EC defense and Greedy defense, respectively. Under positive correlation, NNDP+EDO is the best
defense among the three and leads to minimum attacker’s success rate. However, under a negative
correlation, the EC defense is slightly better than EDO. Corresponding to NNDP attacker’s policy,
the results show that overall EDO’s best defense has an average attacker’s success rate of 42.14%;
EC best defense has a success rate of 43.04%, which is slightly worse than EDO. The greedy defense
has an average success rate of 52.35%, which is far worse than the EC defense.
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Table 5. Comparison of Attacker’s Chances of Success under Various Attacker–Defender Policies on
R1000 and R2000 AD Attack Graph (Smaller Number Represents Better Performance)

Success rate Time (hour)

Graph Approach I P N Average I P N
NNDP+EDO (Proposed) 42.69% 42.44% 41.29% 42.14% 10.94 16.73 17.8
NNDP+EC 43.19% 44.7% 41.24% 43.04% 11.05 17.1 16.03
NNDP+Greedy 53.89% 52.86% 50.31% 52.35% 10.67 17.93 18.73

R1000 RL+C-EDO (Proposed) 40.16% 41.36% 41.51% 41.01% 43.82 44.73 47.27
RL+EC 41.69% 48.45% 42.89% 44.34% 44.43 43.88 48.43
RL+Greedy 56.45% 47.86% 47.88% 50.73% 43.32 44.95 47.38
NNDP+EDO (Proposed) 31.07% 33.9% 35.56% 33.51% 7.58 18.19 16.62
NNDP+EC 33.23% 36.45% 34.19% 34.62% 7.45 18.63 15.87
NNDP+Greedy 38.32% 42.69% 39.02% 40.01% 6.79 18.22 15.94

R2000 RL+C-EDO (Proposed) 25.09% 32.45% 30.44% 29.33% 112.74 118.58 119.53
RL+EC 28.13% 35.51% 37.28% 33.64% 114.22 112.57 118.51
RL+Greedy 33.43% 34.30% 40.06% 35.93% 113.84 116.43 113.76

Results show that the proposed C-EDO defensive policy leads to the best defense. Bold results indicate the best results
among the proposed and all baselines.

For RL attacker’s policy, results from the table show that under independent distribution, the
attacker’s chances of success under C-EDO-based defensive policy is 40.16%. In contrast, the
attacker’s chances of success increase to 41.69% and 56.45% under EC-based and greedy defense,
respectively. Similarly, under a negative correlation, the attacker success rate is 41.51% under
C-EDO defense, which is far lower than the EC-based and greedy defense. For R1000 AD graph,
the average attacker’s success rate is 41.01% under C-EDO-based policy, 44.34% under EC-based
defense and 50.73% under greedy defense. The results prove C-EDO-based defensive policy as the
best policy among the baselines.

Overall, C-EDO proves to be a more effective defense than EDO-based defense, as the attacker’s
success rate is minimized under C-EDO-based defense.

9.3.4 Results on R2000. Table 5 presents the results for R2000 AD attack graph. For NNDP
attacker’s policy, results show that EDO-based defense outperforms EC and Greedy-based defense
in terms of average success rate. With the EDO defense (under independent distribution), there are
only 31.07% chances of attacker’s reaching DA; however, with the Greedy defense, the attacker’s
success rate increases to 38.32%. EDO performs better than EC and Greedy in both independent
and positive correlation; however, EC performs slightly better than EDO in negative correlation.
On an average best defense from EDO has an average success rate of 33.51%; EC has success rate of
34.62%, slightly worse than EDO, and Greedy has an average success rate of 40.01%, which is very
high as compared to EDO defense.9

For RL attacker’s policy on '2000 AD graphs, our results show that under independent distribu-
tion, the attacker chances of success are minimum, i.e., 25.09% when the defender uses C-EDO-based
policy; the success rate increases to 28.13% and 33.43% under EC-based defense and Greedy defense,
respectively. C-EDO-based defense turns out to be the best defense for R2000 AD graph as well. On

9For R1000 and R2000 graphs, 6/180 trails (around 3% ) ended up with unconverged NN training, i.e., after 500×100 epochs,
the cost function remains to be large.
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Table 6. Comparison of Attacker’s Chances of Success under Various Attacker–Defender Policies on
R4000 AD Attack Graph (Smaller Number Represents Better Performance)

Chances of success Time (hour)

Graph Policy I P N Average I P N
RL+C-EDO (Proposed) 22.02% 17.29% 21.81% 20.37% 127.54 121.11 137.73

R4000 RL+EC 22.78% 21.87% 24.71% 23.12% 132.55 120.67 135.31
RL+Greedy 25.16% 24.18% 22.34% 23.89% 125.61 120.73 127.29

Results show that the proposed C-EDO defensive policy leads to the best defense. Bold results indicate the best
results among the proposed and all baselines.

an average, the attacker success rate is minimum, 29.33% under C-EDO-based defensive policy,
33.64% with EC-based defense, and the success rate is worst, i.e., 35.93% with greedy defense.

9.3.5 Results on R4000. Our proposed attacker’s policy, NNDP, is not scalable to large AD graphs
such as '4000; however, the RL-based attacker’s policy is scalable to '4000 graphs. Therefore, we
only report the results obtained for the RL-based attacker’s policy, and Table 6 presents the results for
R4000 AD attack graph (Bold results indicate the best results among the proposed and all baselines).
The results on '4000 AD graphs show that under a positive correlation, the attacker success rate is
minimum, i.e., 17.29% under C-EDO-based defense; however, the success rate increases to 21.87%
and 24.18% under EC-based and Greedy defense, respectively. Overall, our results demonstrate that
for all three different distributions, on average C-EDO-based defense is the best defense where the
attacker success rate is minimum. Also, EC-based defense outperforms Greedy defense.

9.4 Performance Evaluation: Experimental Setup 2
In this experimental setup, we determine the effectiveness of our proposed NNDP and RL-based
attacker’s policy.

9.4.1 Results. NNDP attacker’s policy is only scalable to '2000 graph; therefore, we perform
experiments on '500, '1000, and '2000 AD graphs. We randomly generate 10 environmental
configurations (defensive plans) for each AD graph. We first train NNDP-based attacker’s strategy
on 10 defensive plans for 2,000 epochs10 and perform Monte Carlo simulations for 5, 000 runs to
compute the attacker’s success rate on each defensive plans.We then train RL-based attacker’s policy
on the same set of 10 environments for 150 epochs and then evaluate the trained policy for 5, 000
episodes to compute the attacker’s chances of success. We reported the attacker’s average chances
of success over 10 environments in Table 7. Figure 9 presents attacker’s average success rate under
our designed attacker’s policies across various graphs. For a given environmental configuration, the
attacker’s policy that results in a higher success rate indicates that the corresponding policy is able
to approximate the attacker’s problem more accurately than others. Table 7 shows that for R500
graph, the attacker average success rate is 87.98% under the RL policy, which is slightly higher than
NNDP-based policy. For the R1000 graph, attacker’s average chance of success is 51.96%, which
is again higher than the NNDP policy. Our results show that the under the proposed RL-based
strategy, attacker success rate is higher compared to the proposed NNDP-based strategy, implying
that RL policy is more effective at countering defense than the NNDP policy.

10We opted for a higher number of epochs in NNDP training because RL training is time-consuming per epoch, whereas
NNDP training is much faster. This allowed us to balance the overall training time between the two models.
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Table 7. Comparison of Attacker’s Chances of Success under Both the Proposed
Attacker’s Policies (Larger Number Represents Better Performance)

Graph Policy I P N Average
R500 RL (Proposed) 88.01% 86.58% 89.37% 87.98%

NNDP (Proposed) 87.57% 86.08% 89.28% 87.64%
R1000 RL (Proposed) 54.99% 48.21%a 52.69% 51.96%

NNDP (Proposed) 53.52% 48.32% 52.15% 51.33%
R2000 RL (Proposed) 45.28%a 56.41% 42.43%a 48.04%

NNDP (Proposed) 45.11% 56.29% 42.39% 47.93%

Results show that the RL-based attacker policy approximates the attacker’s problem more accurately
than NNDP policy.
aIndicates that with our general parameter settings, RL policy results were slightly bad than NNDP.
Therefore, we train the RL policy for 300 epochs instead of 150 epochs. Given enough time, the RL
policy outperforms the NNDP policy.

Fig. 9. Attacker’s average success rate under our designed attacker’s policies across various graphs (larger
number represents better performance).

9.5 Performance Evaluation: Experimental Setup 3
In this experimental setup, we determine the effectiveness of our proposed EDO- and C-EDO-based
defensive policies. We evaluate their performance by comparing the RL+C-EDO final defensive
plan with the final defensive plan from NNDP+EDO approach.

9.5.1 Results. We run RL+C-EDO and NNDP+EDO approaches on 5 seeds from 0 to 4 to obtain
the defender’s best defensive plan. We train the RL attacker policy for 150 epochs on the best
defensive plan from both approaches (on 5 seeds). We then evaluate the trained policy for 5,000
episodes to compute the attacker success rate. We reported the results in Table 8. A defensive plan
against which the RL-based attacker policy is able to achieve a lower success rate is considered as
the best defensive plan. Results in Table 8 show that the average attacker success rate for R1000
AD graph is 42.77% on the best defensive plan from NNDP+EDO approach. However, the attacker
success rate is 41.01% on the best defensive plan from RL+C-EDO, which is 1.76% less than the
NNDP+EDO approach. Similarly, for '2000 AD graph, the attacker success rate is minimal under
RL+C-EDO-based defensive plan. The results demonstrate that RL+C-EDO approach is able to
generate better defensive plans and minimize the attacker’s success rate.
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Table 8. Comparison of Attacker’s Chances of Success on Best Defense from Both the Proposed
Attacker–Defender Policies (Smaller Number Represents Better Performance)

Graph Policy I P N Average
R1000 Best defense from RL+C-EDO (Proposed) 40.16% 41.36% 41.51% 41.01%

Best defense from NNDP+EDO (Proposed) 42.02% 44.76% 41.53%a 42.77%
R2000 Best defense from RL+C-EDO (Proposed) 25.09% 32.45% 30.44% 29.32%

Best defense from NNDP+EDO (Proposed) 30.31% 30.17%a 30.85% 30.44%

Results show that the RL-based attacker policy approximates the attacker’s problem more accurately than NNDP
policy. AIndicates that with our general parameter settings, RL policy results were slightly bad than NNDP.
Therefore, we train the RL policy for 300 epochs instead of 150 epochs. Given enough time, the RL policy
outperforms the NNDP policy.

9.6 Analysis of Experimental Findings and Discussions
The results show that both the proposed defensive approaches are highly effective. For NNDP+EDO
approach, we have exact optimal results for '500 attack graph, and on average, the proposed
NNDP+EDO approach is less than 1% away from the optimal defense. In addition, the proposed
attacker’s policy NNDP approximates the success rate for the defense with high accuracy and incurs
a small error of 2.53%. This shows that EDO trains NNDP very effectively, and trained NNDP acts
as a very efficient fitness function for EDO. It is impossible for large R1000 and R2000 graphs to run
the exact DP evaluation function; therefore, we simulate the defense using Monte Carlo simulation
to get the attacker’s success rate. The results show that the proposed approach NNDP+EDO is
better than the baselines, corresponding to the NNDP attacker’s policy. However, the proposed
NNDP+EDO approach is not scalable to R4000 AD graphs; therefore, we proposed our second
approach, i.e., RL+C-EDO.

The experimental results of RL+C-EDO approach proved that the proposed diversity-based
C-EDO defensive policy is better than EC-based defense and greedy defense. The results also
showed that EC-based defense performs better than greedy defense. Our second experimental
setup proved that the proposed RL-based attacker policy approximates the attacker’s problem more
accurately than the proposed NNDP policy. For the same defensive plan, the RL-based attacker’s
policy achieves a higher success rate than the NNDP policy. Our third experimental setup proves
that the proposed RL+C-EDO approach generates better defensive plans than NNDP+EDO, in turn
minimizing the attacker’s success rate.

Overall we propose two novel approaches aimed at strengthening cyber defense in AD graphs,
utilizing EDO-based techniques. The first approach integrates NN with EDO to defend AD graphs.
To determine the attacker’s optimal success rate, we convert the attacker’s problem into a MDP
and then utilize DP to obtain attacker’s exact success rates. However, DP applicability is limited to
smaller AD graphs (up to R500 AD graph), prompting us to use NN to approximate attacker’s DP for
larger graphs (R1000 and R2000 AD graph). Our experimental results show that our NNDP+EDO
approach works is highly effective on the R500 AD graph, with deviations less than 1% from the
optimal solution. Moreover, our approach, NNDP+EDO, achieves good results for the R1000 and
R2000 AD graphs. Nonetheless, scalability challenges emerge with the NNDP+EDO approach
for R4000 AD graphs. To address this limitation, we propose our second approach named RL+C-
EDO that utilizes RL to solve the attacker’s problem. Our experiment results shows that the RL-
based approach effectively approximates the attacker’s policy for R4000 AD graphs. Our proposed
RL+C-EDO approach achieves better results than NNDP+EDO approach as we have used RL to
approximate the attacker’s problem. NNDP+EDO attacker’s policy trains the model against one
defensive plan at a time, due to which it forgets the previous plan. This way, it keeps learning
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and forgetting the plans. However, in RL+C-EDO, we train our RL-based attacker’s policy against
multiple defensive plans at a time, due to which it learns shared experience and performs better. For
RL agent, diverse environment configurations are only different in the “opening games,” whereas the
“end games” or “mid games” are likely to be similar across different environments. The similarity
in later stages can be utilized in parallel training, where the agent is trained against multiple
environments simultaneously and gains shared experience, leading to faster convergence and
improved performance. Besides, the NNDP approach is a value iteration-based RL algorithm,
whereas RL approach is a policy iteration-based RL algorithm. In general, the policy iteration-
based algorithms converge faster than value iteration-based algorithms [Kaelbling et al., 1996],
which is another reason for the superior performance of RL+C-EDO approach. This way, our
proposed RL+C-EDO approach is able to achieve the attacker’s and defender’s goals better than the
NNDP+EDO approach. Notably, our proposed RL+C-EDO approach is scalable to large-scale '4000
AD graphs. In summary, RL+C-EDO approach is highly effective, more scalable, approximates the
attacker’s problem more accurately and generates better defensive plans.

10 Discussion
Balancing Security and Usability in Edge Blocking. In this article, we used edge blocking as the primary
defensive mechanism within AD graphs, aiming to enhance security by minimizing potential
attack vectors. By strategically blocking edges, especially those with lower access privileges or
peripherally connected to the DA, this approach effectively reduces the number of exploitable
pathways. This selective interference is designed to limit the impact on essential operations, thus
addressing usability concerns to a considerable extent. While our strategy prioritizes security
enhancement, it also affects network usability by restricting access flexibility. However, it decreases
the administrative burden needed to manage and audit these modifications, making it easier for
administrators to block edges based on our recommendations rather than evaluating every edge
individually. Our implementation focuses on minimizing disruptions by targeting less critical access
points, thus preserving network functionality and operational efficiency.

Generalizability and Adaptation of Security Techniques. We designed our approach to seamlessly
integrate with AD systems across a diverse range of industries. Through extensive testing on
various scales of AD systems, we ensure that our models are both robust and effective in defending
large organizational networks against sophisticated cyber threats. Our approach can be particularly
effective in sectors like financial services and government operations, which are frequent targets
of advanced attacks. Additionally, by adapting our models for critical infrastructure protection
[Ahmad et al., 2023], we can enhance security measures crucial for safeguarding essential services.
The incorporation of attacker’s behavioral analytics further strengthens our models, enabling
proactive identification of unusual network activities. This not only helps in preventing potential
breaches before they escalate but also ensures the continuity and reliability of operations that are
critical to organizational security and economic stability.

Scalability. Scalability is a critical factor for the practical implementation of defense mechanisms
in large-scale networks, which are common in enterprise environments that utilize AD. Our
proposed NN-based policy is able to manage large graphs with thousands of nodes and edges. To
further address the scalability concerns, the article introduces RL-based policy that are designed to
operate in parallel environments. This approach is effective for large-scale graph, as evidenced by
the performance on the extensive R4000 graphs.

11 Conclusion and Future Work
This article has investigated a Stackelberg game model on an AD attack graph between an attacker
and a defender. The defender aims to block a number of edges to minimize the attacker’s probability

ACM Transactions on Evolutionary Learning and Optimization, Vol. 5, No. 3, Article 19. Publication date: August 2025.



Hardening Active Directory Graphs 19:33

of reaching DA; however, the attacker aims to maximize their chances of reaching DA. We first
proved that both the attacker’s and defender’s problems are #%-hard. In order to solve the attacker–
defender problem, we proposed two approaches. We first proposed an NNDP+EDO approach
where we trained a NN to solve the attacker’s problem and an EDO-based policy to solve the
defender’s problem. The trained NN acted as an efficient fitness function for the defender’s policy.
The experimental results showed that the proposed EDO-based defensive policy is highly effective.
For the '500 AD attack graph, our proposed approach NNDP+EDO is less than 1% away from the
optimal defense. In our second approach, i.e., RL+C-EDO, we proposed a RL-based policy to address
the attacker problem and a C-EDO-based approach to address the defender problem. We trained
the attacker policy against numerous defensive plans simultaneously and leveraged the trained RL
critic network to evaluate the fitness of the defensive plans. Our experimental results showed that
the proposed RL+C-EDO approach is highly effective and scalable to large-scale '4000 AD attack
graphs.

In the future, we aim to explore dynamic AD environments that undergo continuous changes
due to updates, modifications, and user activities. We plan to develop dynamic models capable of
making decisions in real time in response to changes in network configurations and user behaviors.
These models will be based on robust feedback mechanisms that facilitate continuous learning,
and by analyzing the outcomes of previous defenses under similar conditions, the models will
progressively refine their predictions and strategies, thereby enhancing both their accuracy and
operational efficacy over time. Additionally, for a balanced approach that maximizes both security
and usability, our future work will also focus on developing a more integrated model that quantifies
and optimizes this tradeoff. By employing advanced analytics and RL algorithms, we aim to predict
and evaluate the effects of specific defensive actions on network usability in real time.This will allow
for adaptive strategies that dynamically adjust defensive measures based on ongoing assessments
of security needs and usability impacts.
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