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ABSTRACT

Active Directory (AD) is a popular information security manage-
ment system for Windows domain networks and is an ongoing
common target for cyber attacks. Most real-world Active Direc-
tory systems consist of millions of entities and links, and there
are currently no efficient and effective solutions for hardening Ac-
tive Directory systems of such scale. In this paper, we propose a
novel and scalable double oracle-based algorithm for hardening
large AD systems. We formulate the problem as a Stackelberg game
between the defender and the attacker on a weighted AD attack
graph, where the defender acts as the leader with a budget, and the
objective is to find an optimal defender’s pure strategy. We show
that our double oracle-based solution has significantly improved
speed and scalability compared with previous solutions for hard-
ening AD systems. Lastly, we compare with GoodHound weakest
links and show that our solution provides better recommendations
for targeting the elimination of optimal attack paths.
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1 INTRODUCTION

Cyber attack graphs model the chain of events (conceptual or phys-
ical) that lead to successful cyber attacks. Currently, there are more
than 80 attack graph/tree models and over 90 different definitions of
attack graphs [13]. Among these, the most prominent and actively
used attack graph model is the Active Directory (AD) attack graph,
first proposed in [4, 6] and then commercialised by the BloodHound
tool [22]. In these graphs, nodes represent components including
user accounts, computers and security groups in a network. A di-
rected edge from node A to B represents that an attacker can reach
B from A via existing access or a known exploit. Attackers use the
AD attack graphs to map out attack paths from a compromised
node to a target node with each step corresponding to one or more
exploits. An example of such AD attack graph is shown in fig. 1,
in which the red node denotes a compromised user account and
the golden node marks a high-value asset targeted in the attack.
BloodHound is one of the most popular tools used by hackers and
AD attack graphs provided by BloodHound have been used in many
recent large-scale cyber-attacks including Conti Ransomware [21].

Figure 1: Example of an AD attack graph

Securing AD networks require methods to eliminate attack paths
in the AD attack graphs—a general concept often referred to as
network hardening. There are currently no good solutions for cut-
ting AD attack graphs to stop these attacks. Graph interdiction
solutions [12] typically work on small graphs of up to hundreds
of nodes. Real AD networks are very large and complex. A typical
AD network for a medium size organisation contains hundreds of
thousands of nodes, millions of edges and billions of attack paths
in their AD networks [20]. There are more than 20 types of nodes
and 12 types of edges of various properties in each of these graphs.
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Because of the scale and complexity of exploitable connections, the
topological distribution of a real-world AD attack graph can be
elusive to formalise, which increases the difficulty of identifying op-
timal edges for cutting. Furthermore, some nodes and edges cannot
be cut as they are required for critical and legacy services. Despite
decades of research, current algorithmic solutions for hardening AD
networks are still not practical for real systems [20]. Without scal-
able algorithms, commercial solutions such as GoodHound [15] rely
on heuristics that do not optimally protect the networks, leaving
significant gaps in current cyber defence.

Recent advances in fixed parameter and double oracle analyses
have led to new algorithms for hardening large AD networks [10].
Double oracle is a heuristic for optimisation problems that can be
modelled as a game between two players. An oracle generates a
best response action for a player given the opponent’s strategy
space. Double oracle allows the opponent’s strategy space consid-
ered by an oracle to be restricted, therefore improving the efficiency
when compared with single oracle solutions, which often struggle
to converge due to each player’s strategy space being exponen-
tially large. Linear programming (LP) provides the foundation for
these optimisation problems. Generally, components where defence
resources are potentially allocated are created as variables, over
which an objective function is defined to model a security-related
parameter that a security engineer aims to strengthen against an
attack. However, LP often suffers from the problem of explosion
in the number of variables when dealing with large attack graphs,
even in double oracle solutions. RUGGED [12] is a double oracle-
based solution for a network interdiction problem, in which the
defender’s oracle utilises a Mixed Integer Linear Program (MILP)
for finding an optimal set of edges over which defence resources
are allocated, and the objective is to find an optimal defender’s
mixed strategy in a Nash equilibrium. Nevertheless, RUGGED has
all edges in an attack graph defined as variables, which causes a
large deterioration in speed on graphs with merely hundreds of
nodes. To resolve this issue, we look for ways to narrow down
the edge candidates over which security-hardening measures are
deployed, so as to mitigate the explosion in the number of variables
and improve the convergence speed. In the algorithms we propose
in this paper, this is achieved by first identifying representative at-
tack paths in which optimal edges are potentially located, and only
creating variables for edges among the set of paths. As a result, the
number of variables is greatly reduced in the LP and the scalability
of the algorithm is improved.

In this paper, we study the security hardening problem of large
AD systems through limited edge removal. In our double oracle
approach, we aim for finding the optimal defender’s pure strategies,
which are exact links cutting which would give the best attack path
elimination result. We believe the defender’s optimal pure strategies
can provide more practical and concrete guidance for the security
administrator, as an optimal pure strategy informs exactly which
links to cut that would effectively reduce the attacker’s chance
of gaining the highest privileges in the system. Moreover, unlike
many network security problems, the environment of an AD system
is completely transparent to an attacker, the existence of a link
is deterministic and can be quickly obtained with SharpHound!.

!https://bloodhound.readthedocs.io/en/latest/data-collection/sharphound.html
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Therefore, having a mixed defender’s strategy is not felicitous in
this context.

Previous solutions are not ideal for our problem due to their
different definitions of models and objectives as well as drawbacks
with scalability. Our main contributions are:

o Adaptation of the double oracle algorithm for finding an op-
timal defender’s pure strategy of a Stackelberg game, which
provides an AD hardening solution with better efficiency
and scalability.

e Improvement in the computational efficiency of the double
oracle algorithm by modelling the attacker’s oracle to be
polynomial-time solvable, and narrowing down the space
from which the defender’s oracle generates a best response
action.

o An evaluation of GoodHound’s method for finding weakest

links.

Through a series of experiments with an array of graphs under
variously randomised settings, we show that the double oracle-
based algorithm empirically has an outstanding speed and scala-
bility, efficient even on graphs of real-world network sizes. When
running on graphs of almost 100,000 nodes, the double oracle algo-
rithm converges within seconds, while the fastest previous solution
takes over an hour. By comparing with GoodHound weakest links,
we argue that attack paths giving the attacker the greatest chance
of success are not necessarily those having the smallest number of
hops, and removing edges with an intention of eliminating most
number of paths is not guaranteed to reduce the attacker’s chance
of reaching their target. For these reasons, the double oracle algo-
rithm can be more suitable for targeting the elimination of optimal
attack paths.

2 RELATED WORK
2.1 Attack Graph Management

Since the seminal paper [24], there have been more than 2000 pa-
pers written on the topic of attack graph generation, management
and applications. Of most relevant to our work on managing attack
graphs are [3, 5, 7, 19, 23, 26]. In both [26] and [7], attack graphs
are logic-based for modelling sequences of actions of a success-
ful attack. In this type of attack graphs, nodes denote conditions,
actions and effects in an attack and edges represent causal relation-
ships between events. Also logic-based, Dewri et al. [5] used a tree
structure instead of a graph to reduce the complexity and better
reflect the hierarchical structure of the attacker’s goals. In [19],
Poolsappasit et al. adopted a Bayesian attack graph to model the
state of network properties effectuating with probabilities that an
attacker could exploit, so as to quantify the probabilities of dif-
ferent network compromise levels for risk management. Sawilla
and Ou [23] modelled a dependency attack graph that embodies
vulnerabilities and privileges assigned with logical types as ver-
tices and their inner dependencies. Both the vertices and edges
are assigned weights for representing vertices’ inherent values and
success likelihood respectively. With slight differences, Borbor et
al. [3] modelled the attack graph based on an extended resource
graph which has network resource instances as nodes instead of vul-
nerabilities, and edges represent causal relationships of attacker’s
exploitation. In our paper, we extend from the model designed by
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BloodHound, which is similar to the attack graph in [23] and [3]
that has vulnerabilities and resources in an AD system represented
as nodes. We assume that each attack path is a sequence of success-
ful exploitation of components connected with "AND" logic, and
each successful exploitation is an independent event. Instead of
assigning weight values on both vertices and edges, we only assign
on edges for computing the attacker’s success probability.

Attack graphs can be used for the derivation of security metrics
and scoring systems for various types of networks [17, 18]. However,
in this paper, our use of attack graphs prioritises the derivation
of security-hardening solutions rather than the quantification of
security level.

AD attack graph was first explained in [6]. In that paper, Duna-
gan et al. proposed a machine learning-based algorithm to cut the
AD attack graph into disconnected components. In our study, we
assume that the attacker’s goal is to compromise Domain Admins
(DA)—a group of accounts of the highest privileges, from a set of
compromised user accounts of low privileges. The corresponding
security-hardening measure is to remove a set of edges within
a defence budget that would minimise the attacker’s chance of
successfully reaching DA.

Similar to our approach for hardening the security of an AD
network, BloodHound Enterprise [22] offers attack path remedial
solutions by way of identifying choke points, which are critical
edges that provide most user accounts and computers in the net-
work with pathways to high-value assets. However, we cannot
study its performance in our model, as it is not open-source.

Developed based on BloodHound for solving a similar problem,
GoodHound [15] is an open-source AD security monitoring tool
that aims at reducing the number of exposed users by flagging
the busiest paths and weakest links. Attack paths are identified
by finding a shortest path from each Group node to high-value
assets, then displayed in a prioritised order based on a heuristic risk
score reflecting an exploitation cost of the path and the number of
non-admin users exposed. Weakest links are recognised to be those
most commonly shared among the paths, which can be used for
guiding the mitigation of attack paths. However, as we shall point
out in section 6.2, removing edges with an intention of eliminating
the most number of attack paths does not necessarily reduce the
attacker’s chance of successfully reaching their target, and our
double oracle-based algorithm could provide better suggestions for
prioritising the elimination of optimal attack paths.

2.2 Security Games and Double Oracle Based
Solutions

One common approach for developing security-hardening solutions
is the use of game theory for optimising defence strategies. Nguyen
et al. [16] studied the problem of moving target defence on multi-
stage attack graphs, in which the defender’s strategy proactively
responds to dynamics in network configurations. In [1], Abdallah
et al. added prospect theory into the game model and took into
account misperceptions the defender may have about the attacker’s
success probabilities when optimising the allocation of defence
resources. In this paper, the security-hardening approach we study
is the optimal cutting of links, and our model seeks an overall
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increase in exploitation difficulty by way of worsening the best
attacking conditions for an attacker to the greatest extent possible.

In [10], Guo et al. studied the shortest path interdiction prob-
lem modelled as a Stackelberg game between the defender and
the attacker on AD attack graphs. The defender’s task is to block
a set of edges under a defence budget so as to maximise the ex-
pected shortest path length of the attacker, where the path length
is measured in terms of the number of hops. Later in [11], Guo et
al. further explored the problem with the attacker’s success prob-
abilities assigned as edge weights, and proposed a faster solution
with the utilisation of LP. The double oracle algorithm we propose
in this paper is based on an AD attack graph model similar to that
in [8, 9, 11], however with all AD edge types added into the attack
graph. In section 6.2, we show that our double oracle-based solution
has a better speed and scalability on AD attack graphs of a larger
scale.

Double oracle was first proposed by McMahan et al. in [14],
where it was used to efficiently solve the problem of robot navi-
gation among detection adversaries. In [12], Jain et al. introduced
RUGGED, which is a double oracle-based approach for a road net-
work security problem modelled as a two-player zero-sum game
on undirected graphs. The objective is to find the defender’s mixed
strategy in a Nash equilibrium. The key idea of their approach is
that in each optimising iteration, a player’s oracle generates a best
response action against the opponent’s mixed strategy in a local
Nash equilibrium given the opponent’s restricted strategy space.
The best response actions are used for updating restricted strategy
space iteratively until terminating conditions are met which sig-
nifies the convergence to a global Nash equilibrium. In this way,
the computational costs associated with the enumeration of a large
number of cost vectors can be reduced in most cases.

Similar to [12], we are using the double oracle approach for a
network security problem modelled as a game, in which we aim
to minimise the impact of an adversary. In contrast to a conven-
tional security game model, the objective of our problem is to find
the optimal defender’s pure strategy, and we have each player’s
utility determined by edges in attack paths rather than targets.
As edges giving the attacker a greater utility have smaller weight
values in our model, the attacker’s problem of finding an optimal
strategy is converted to a shortest path problem as opposed to
an NP-hard problem as in RUGGED, therefore is polynomial-time
solvable. Furthermore, in our double oracle-based solution, the de-
fender’s strategy space from which a best response is generated
is scaled down in line with the attacker’s restricted strategy space
under consideration. Compared with having a full defender’s strat-
egy space as in RUGGED, the number of variables over which the
defender’s utility is optimised can be immensely reduced. With
the above adaptations, our double oracle-based algorithm has a
significantly improved speed and scalability.

3 PROBLEM FORMULATION

3.1 Attack graph

We define an AD attack graph to be a directed, weighted graph
G = (V,E). A set of vertices V represents all physical and virtual
components in an AD network. Directed edges E denote all AD link
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types modelling security dependencies and administrative privi-
leges between components, which represent opportunities for an
attacker to make lateral movements.

We assume that the attacker’s goal is to compromise DA as it
would provide the attacker with full access to the system, including
establishing persistent backdoors. Corresponding to how an attack
is started in an Identify Snowball Attack [6], we define a set of
entry nodes S = {s1,2,...,8}, S C V as source nodes which the
attacker has already compromised at the start of an attack, and one
terminal node t € V as DA.

Each edge has an attacker’s failure probability caused by multiple
factors including the existence of a link at the time of exploit, secu-
rity measures deployed and difficulty of exploitation 2. To simplify
the assessment of attack plans, we define a function Pr : E — R
that assigns a success probability Pr(e) € [0,1] for e € E that
accommodates all factors causing a certain level of attack failure.

Each attack path gives the attacker a chance of success. Let
p = (vo,v1,...,0;) be an attack path from vy to vy where v; € V
fori =0,1,...,k,00 € S and v = t. We assume that each edge
being successfully exploited is an event independent of that for
other edges on the same path. Under this assumption, the attacker’s
success probability given by an attack path p is calculated as

Pr(p) = Pr(vo,v1) - Pr(v1,02) - ... - Prvg_q,0f)
k-1
= | Pr(eois1) (1)
i=0

Taking the logarithm of (1) yields

In(Pr(p)) = In(Pr(vg,v1) - Pr(v1,02) - ... Pr(vi_q,0))
= In(Pr(vg,v1)) + In(Pr(vy,v2)) +... 2)
+In(Pr(vg_q,01))

Equation (2) now resembles the summative form for calculating
path length with weight values on edges. However, as a success
probability falls within the range of [0, 1], its natural logarithm
could be a negative value. If we take its negated form and have
w(u,v) = —In(Pr(u,v)) as the weight value assigned on an edge
(u,v), the length of path p can be computed as

len(p) = w(vg,v1) + w(v1,02) + ...+ w(Vp_1, V%)
= —In(Pr(vg,v1)) — In(Pr(vy,02)) —...

—In(Pr(vg_1,0%)) 3)
= —In(Pr(vo,v1) - Pr(v1,v2) - ... Prog_1,0r))
= —ln(Pr(p))

Based on eq. (3), the attacker’s success probability given by a
path of length [ is calculated as

Pr(l)=et (4)

With eq. (4), the shorter a path is, the better the chance of success-
fully reaching DA is for the attacker.

Zhttps://github.com/idnahacks/GoodHound/wiki/Exploit-Cost
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3.2 Formulation with game theory

The problem of defending an AD network can be modelled as
a Stackelberg game with the defender acting as the leader and
the attacker following. The defender’s strategy space includes all
combinations of no more than b edges from E, the size of which

should be 22:1 (IE). The attacker’s strategy space consists of all
paths from S to t. As such, both players have a strategy space that
is exponentially large.

Let P(G) be the set of all attack paths from S to ¢ that can be
found in G, and the length of the shortest path in £ (G) is denoted
as 8(P(G)), which is calculated with edge weights following eq. (3).
The defender’s utility from removing a set of edges ¢ given the
attacker’s strategy space P (G) is determined by the level of reduc-
tion in the attacker’s success probability from removing ¢. Formally,
it can be defined as

Up(e, P) = e 9(P(G)) _ o=6(P(G\e)) 5)

where ¢ C E and |¢] < b.

The attacker is assumed to be a follower that makes a best re-
sponse action by observing the defender’s strategy. The attacker’s
utility from a proposed attack path p given the observed defender’s
strategy ¢ is then calculated as

e~en(P) if p does not have any edge in ¢ ©)

0 otherwise

Ua(p,e) = {

Therefore the attacker’s problem of maximising Uy is essentially
finding a shortest path that does not go through edges in e.

The objective is to find an optimal defender’s pure strategy for
achieving a maximum reduction in the attacker’s success probability
given by an AD attack graph.

4 A BRUTE-FORCE ALGORITHM

Though the problem can be modelled as a Stackelberg game be-
tween the two players, it can also be viewed as a problem of re-
moving b edges to eliminate shortest paths so as to maximise the
length of the shortest path remaining in G. If a super-source node
is added to connect to all source nodes, the problem is equivalent to
the Most Vital Arcs problem defined in [2], which has been proven
to be NP-hard.

There are two main tasks in the computational process: the
enumeration of shortest paths and determining if removing at most
b edges can eliminate all enumerated paths. When the budget b is
no longer adequate, the length of the last path enumerated is the
optimal result that the defender can achieve within budget.

In order to decide the adequacy of the defender’s budget, we
formulate an integer program as follows.

Let P = (p1,p2,- -, pr) be the set of attack paths to be elimi-
nated. Path p = (v1,02, -+ ,v,) is eliminated if it has at least one
edge e; = (vj,vi+1), 1 < i < n being removed. In the integer pro-
gram, y(p) assigns a path p € P with either 0 or 1 and y(p) = 1
if p is eliminated. Let E* be the set of binary variables represent-
ing edges on paths in P to be potentially removed. Similar to y(p),
e € E* equals 1 if the corresponding edge is removed. To reduce
the size of E*, only removable edges that are shared by at least two
paths in P are created as variables. If there are paths in P that do
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not have such edges, a random removable edge on each of those
paths can be chosen to add into E*.

maximise Z y(p)

peP
subject to  y(p) < Z e, VpeP
eep
y(p)-lelecp)l2 de VpeP (g
eEp
Z e <b,
ecE*
e € {0,1}, Ve € E*
y(p) € {0, 1}, VpeP

The integer program we propose maximises the number of paths
eliminated by removing edges the quantity of which does not exceed
b. The last two constraints ensure that all variables are binary.
2e€ < bimposes a limit on the number of removed edges. The
first two constraints formulate an“OR" function defined as y(p) =
e1 Aex A ... A ex for all edges that are created as variables on path
p- Yecp € = 1 when at least one e € p equals one, y(p) could be 0
or 1in y(p) < Xeep e as a result. To ensure that y(p) = 1 in this
case, we have the second constraint y(p) - [{e | e € p}| > Zeep e
so that y(p) has to be 1 to ensure its validity. If none of the edges
on p is removed, 3¢, € would be zero, and y(p) can only be zero
to meet both of the constraints.

The enumeration of shortest paths can be accomplished with
Yen’s algorithm [25] after adding a super-source node connecting
to nodes in S. Combining with the integer program, the brute-force
algorithm formulated is shown as algorithm 1.

Algorithm 1 incremental_opt(G, b)

P[]

2. while True do

3. if has_path(G, supersource, t) then
4 path « find_next_path(G)

5 P.append(path)

6: if not full_elimination(P, b) then
7

8

9

return len(path)
end if
else
10: return co
11:  endif
12: end while

In the algorithm, P denotes the set of shortest paths enumerated
for elimination. find_next_path uses Yen’s algorithm to find the
next shortest path from the super-source node to ¢ in addition
to paths already inside P. full_elimination(P, b) runs the integer
program (7) and returns whether the maximum number of paths
eliminated equals |P|.

The computational complexity of this algorithm is mainly de-
termined by the number of paths enumerated until the algorithm
converges, which can grow exponentially large in the worst case.
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5 A DOUBLE ORACLE BASED ALGORITHM

The double oracle approach finds an optimal solution by dividing
the gameplay into restricted games. Two players sequentially gen-
erate a best response strategy given a restricted game, which is then
used for updating the restricted game considered by the opponent.
The algorithm terminates when certain conditions are met that
signify convergence.

As we model the problem as a Stackelberg game, the defender’s
restricted strategy space considered in the attacker’s oracle only
has the latest set of edges that the defender committed to. For the
defender’s oracle, the attacker’s restricted strategy space P includes
a set of the attacker’s previously proposed paths. P also defines a
limited space from which the defender’s best response action is
generated, as eliminating all paths in P would give a maximum Up
given the attacker’s restricted strategy space P considered, and the
optimal set of edges can only be on paths in P.

At the start of the algorithm, the attacker’s restricted strategy
space P is initialised with one attack path—a path of the shortest
length in the original graph. The defender’s restricted strategy
space should be empty. In the subsequent iterations, the defender
commits to a new set of edges that maximises their utility given
the restricted game, which is then observed by the attacker for
proposing a new best response strategy.

In our algorithm, it is important to ensure that paths in P are
ordered in a temporal sequence: the path proposed in iteration j
should be placed after the path proposed in iteration i, i < j. The
algorithm terminates if the defender cannot eliminate all paths
in P under budget and paths in P are in increasing order of path
length. Next, we show why it is crucial that attack paths in P are in
increasing order of path length at termination.

ProPOSITION 1. let P = (p1, pa, . . ., pi) be the attacker’s restricted
strategy space in iteration k + 1 where the algorithm terminates. p;
is the shortest path found after p1,. .., pi—1 have been successfully
eliminated under budget, and py. is the shortest path proposed by the
attacker in iteration k that causes the budget become inadequate in
iteration k + 1 and brings the algorithm to termination. If len(p1) <
len(pz) < ... < len(py), thenlen(py) is the maximum shortest path
length achievable by removing at most b edges, namely the minimum
attacker’s success probability that an optimal defender’s pure strategy
could accomplish.

PRroOF. Suppose there is a path px in P, 1 < x < k, that has
len(pr) < len(py), then len(py) returned by the algorithm is
not optimal as the set of edges removed in iteration x — 1 that
brings len(py) is giving a better optimisation result. In fact, sup-
pose len(pi—1) > len(p;) for 1 < i < k,eveniflen(p;) < len(ps) <
... < len(pi—1) and len(p;) < len(pi+1) < ... < len(py), there is
no guarantee that len(pg) > len(p;—1). Therefore, it is essential
that proposition 1 holds for the optimality of the converged re-
sult. u]

Taking proposition 1 into account, the algorithm we propose
is shown as algorithm 2. get_mincut runs eq. (7) for deciding the
adequacy of the budget b for a full elimination of P as well as re-
turning edges selected for removal. Line 4-6 ensures the optimality
of the result based on proposition 1 by comparing the length of
the newly found path with the length of the last path added into
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P and deleting paths longer than the new path in the attacker’s
restricted strategy space. A new defender’s pure strategy should
only be generated with P that has monotonically increasing path
lengths. The algorithm returns the maximised shortest path length,
which can be converted to the attacker’s success probability with

eq. (4).

Algorithm 2 double_oracle(G,b) :
1: P« []
2: path « dijkstra(G, supersource,t)

3. while True do
4. if len(path) < len(P[-1]) then

5 Delete all paths in P that are longer than
len(path)

6: end if

7. P.append(path)

8: €« get_mincut(P)

9. if |¢| > b then

10: return len(path)

11:  else

12: remove ¢ from G

13: if has_path(G, supersource,t) then

14: path « dijkstra(G, supersource,t)

15: recover ¢ in G

16: else

17: return oo

18: end if

19:  endif

20: end while

The computational efficiency of this double oracle algorithm is
difficult to formalise. In the next section, we run the algorithm on a
large array of AD attack graphs with randomised settings to have
an in-depth assessment of the algorithm’s run-time performance.

6 EVALUATION
6.1 Run time

In this section, we run a series of experiments to empirically show
that the double oracle algorithm has excellent computational effi-
ciency under various graph settings.

In order to randomise the network environment in our exper-
iments to a large extent, we generate AD networks using two of
the popular AD simulation tools: adsimulator® and dbcreator?. To
further ensure practicality, we also evaluate the algorithms using
a real-world AD network - obtained from a University network.
Furthermore, we arbitrarily initialise each AD attack graph with
various edge removability distributions, not only as a way of taking
into account possibilities in which certain edges cannot be tampered
with, but also for further diversification of the optimal edges the
algorithm converges to, such that the computational process of both
algorithms is forced to change. In addition, we randomly initialise
multiple sets of source nodes for each size under consideration to
bring variations in attack paths potentially being eliminated.

3https://github.com/nicolas-carolo/adsimulator
“4https://github.com/BloodHound AD/BloodHound-Tools/tree/master/DBCreator
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Table 1: Sizes of AD networks and attack graphs (adsimulator)

Active Directory Graph
14 |E| Vi |E|
G1 | 4841 68550 32376 96085

G

G2 | 10191 | 154517 68204 | 212530
G3 | 50191 | 993137 | 336204 | 1279150
G4 | 95191 | 1892566 | 636270 | 2433645

The arbitrary initialisation of edge removability is accomplished
with random sampling. Source nodes are randomly chosen among
user nodes that are furthest away from DA in terms of the number
of hops, so that the scope of the graph covered by the attack paths
would be wider and the scale of the graph can exert more influence
on the algorithms’ performance. DA is the group node that has
"DOMAIN ADMINS" in its properties and is marked "highvalue".

For experiments presented that do not involve linearly increasing
graph sizes, we use four AD networks generated with adsimulator of
different scales. In order to consider cases where there are multiple
edges between two nodes forming multiple attack paths, we expand
the Active Directory networks from those multi-edges by adding
temporary nodes and edges so that they become separate paths.
Data on the sizes of AD attack graphs before and after expansion
are given in table 1.

Suppose removing 0,1, 2,...,b; — 1 edges all leave an attacker’s
success probability of Pro(G). When the number of removed edges
is raised to by, the attacker’s success probability becomes Pri(G),
Pri(G) < Pro(G). As such, removing b; edges is a threshold for
reducing the attacker’s success probability by one level.

To give an overview of the algorithms’ efficiency in reducing the
attacker’s success probability, we measure how the run time rises
through the course of reducing the attacker’s success probability
by five levels. The result is presented as fig. 2. For this experiment,
the size of source nodes is set to five, the impact of which on the
randomness of graph settings is trivial, which we shall discuss later
in this section. AD attack graphs of each size have network envi-
ronment randomised in terms of edge removability distributions
and choices of source nodes as clarified previously, the variance in
the run time caused by this randomisation is included as each box
in the plot. As revealed in the chart, the double oracle algorithm is
capable of maintaining a fast speed in the process.

In the following experiment, we first vary the size of source nodes
when the budget is set to five. We then evaluate the algorithms’
performance under AD attack graphs of linearly increasing sizes
when both the budget and the size of source nodes are five. For
the latter, we have 10 AD attack graphs with the number of nodes
ranging from 3000 to 30000 before expansion. Each of the ten AD
networks is again randomised. As shown in fig. 3 and fig. 4, both
the size of source nodes and the scale of the graph do not show an
accountable impact on the run time of both algorithms. The double
oracle algorithm’s run time remains steady at a low level, while the
incremental algorithm, which is defined as algorithm 1, also does
not give a run time correlated with both parameters.

The budget, however, exhibits a traceable influence on the speed
of both algorithms. As shown in fig. 5, when running on graphs
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Figure 2: Run time comparison between the incremental and
double oracle algorithm: reduction in the attacker’s success
probability by five levels (|S| = 5)

Figure 5: Budget’s impact on run time (|S| = 5)

Table 2: Sizes of AD networks and attack graphs (dbcreator)
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G3 G4
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o |*[H ) P* overall has better computational efficiency.
s ;:H ° s F:H ® ° To further demonstrate that the double oracle algorithm’s com-
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we continue our testing of the algorithms on graphs generated with
adsimulator under different network parameter settings, as well
as graphs generated with dbcreator and a real-world AD network,
each of which also has the edge removability distributions and
source nodes randomised. Data on sizes of AD networks generated

Figure 3: The size of S’s impact on run time (b = 5)

3500 — o — — with dbcreator is shown in table 2. The real-world AD network we
3000 are testing on is from a university AD, which has 55949 nodes and
2500 ° 625835 edges. The network data we collected from the university
o . does not reflect a full system environment, therefore has a rela-
:IZOOO ) ;it:zlr:ﬁtiﬁle tively high security level where removing a small number of edges
S 1500 - is sufficient for disconnecting DA from source nodes. Because of it,
~ 1000 ° we are testing the algorithms’ performance only when the budget is
500 Iil e - set to 5. The results are shown as fig. 6, fig. 7 and fig. 8, all of which
0l o T o2 o0 o ol ol 1l o0 o2 indicate that the double oracle algorithm has a fast computational

Gl G2 G3 G4 G5 GB G/ G8 G9 GIO speed.

graph_size
6.2 Comparisons with similar solutions

Figure 4: Graph size’s impact on run time and enumerated

The integer programs proposed in [11] are currently the fastest
paths (b =5, (S| = 5) ger prog prop [11] y

solutions for network interdiction problem that provides optimal
solutions, and is directly applicable to our model. We conducted
a comparison between the two integer programs and the double

shown in table 1, increasing budget drives up the run time of both al-
gorithms, causing even the double oracle algorithm hit the run-time
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oracle algorithm, the results are given in fig. 9, which shows that
even though the efficiency of all algorithms is at an equal position
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Figure 9: Run time comparison with LP: b = 5,10

on smaller graphs, the advantage of the double oracle algorithm
becomes more prominent as the scale of the graph expands.

As an open-source AD security monitoring tool, GoodHound
provides a solution similar to ours with the identification of weakest
links. In the following experiments, we explore whether removing
the weakest links can effectively solve the problem of eliminating
optimal attack paths.

We use the same AD attack graphs as in the previous section.
For finding GoodHound weakest links in our AD attack graphs,
we are temporarily setting all edge weights to one to be in line
with GoodHound’s method of finding shortest paths in terms of
the number of hops. Unblockable edges on enumerated paths are
left out of the ranking list of weakest links.

For simplicity, we only target the elimination of paths of the
shortest length, namely paths giving the attacker the greatest chance
of success.

When removing b* edges is all it requires according to the double
oracle algorithm, the percentages of projected paths eliminated by
removing top-b* GoodHound weakest links in each AD attack graph
are shown in fig. 10. Except for rare cases given in G3 where there
are merely 1 to 3 projected paths and the weakest link identified
by GoodHound happens to cover them all, in most cases, removing
top-b* weakest links hardly gives a full elimination of projected
paths, sometimes even giving zero elimination. This shows that
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Figure 10: Percentages of projected paths eliminated by re-
moving GoodHound weakest links

weakest links cannot prioritise the elimination of optimal attack
paths for an attacker.

Figure 11 shows the rankings of edges found by double oracle
algorithm in the list of GoodHound weakest links, in which it in-
dicates that edges in an optimal set could be of any ranking as
a weakest link, and numerous edges are omitted from identifica-
tion. Peculiarities of G3 provided some exceptional cases. Although
weakest links indeed constitute a part of an optimal set, the single
most optimal edge for the elimination of projected paths is not guar-
anteed to be the weakest, and removing a set of edges is inevitable
in most cases, which further diversifies the rankings of edges in an
optimal set.

Figure 12 shows the number of weakest links removed to elim-
inate projected paths compared with the minimum level of edge
removal required. The contrast is self-evident: the number of weak-
est links removed to eliminate projected paths could range to thou-
sands when removing less than 20 edges is sufficient. Consequently,
following a ranking list of weakest links might cause an exces-
sive number of edges being removed, potentially triggering greater
disruptions in the network than necessary.

We observed that GoodHound only enumerates one shortest path
from each relevant node to a high-value asset, while in most cases
there should be numerous paths. Inadequate enumeration of attack
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Figure 12: Comparison of the number of removed edges

paths being a reason for inaccurate evaluation of weakest links is
worth considering. In addition, as there is hardly one most critical
edge that enables all pathways to high-value assets, removing a set
of edges for the effective elimination of connections is inevitable in
most cases. If the set is not optimal, not only may there be a waste of
defence resources and unnecessary disruption in network services,
paths being omitted from removal by removing a suboptimal set of
edges may even be those giving good chances for the attacker.

One interesting phenomenon we noticed is that shortest paths in
terms of the attacker’s success probability do not necessarily have
the smallest number of hops. We believe this is a better reflection
of the attacker’s behaviour in the real world, as different link types
in an Active Directory network should have different levels of
exploitation difficulty. With some edges (u,v) that require zero
exploitation effort and give 100% chance of success for the attacker,
compromising u would mean an automatic expansion to v through
the edge. As a result, if a path is abundant in such edges, even if
it has a large number of hops, the attacker would favour this path
over those having the smallest number of hops but consisting only
of edges requiring onerous hacking jobs.
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6.3 Limitations of our solutions

As mentioned previously, the budget has an observable impact on
the run time of the double oracle algorithm and may even cause it
to reach a one-hour run time limit. Figure 13 provides a line chart
of run time on some example graphs, which shows that the run
time of the double oracle algorithm may grow exponentially as the
budget increases.

In addition, as with all other optimal algorithms, double oracle
is particularly vulnerable to unblockable paths—paths that consist
only of unblockable edges. These paths represent the optimal at-
tacker’s success probability that the defender cannot further reduce
and prevent the algorithm from continuing the elimination of paths.
As aresult, it cannot obtain an optimal number of eliminated paths.

In fact, as more edges are removed, the number of projected paths
remaining with double oracle algorithm does not decrease strictly.
To demonstrate this, we zoom into G4, the graph that requires the
greatest amount of edges removed in general, for inspecting double
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oracle’s path elimination process. Line charts in fig. 14 show the
reduction process in the number of remaining paths as more edges
are set for removal. Each chart provides results from one distinct
set of source nodes of size 20. Points in the elimination process
where the number of paths remaining rebounds are marked. This
happens due to the fact that the double oracle algorithm maximises
the resulted shortest path length, not the number of eliminated
paths. In each iteration of the double oracle algorithm, there are
multiple sets of edges eliminating which the same maximised short-
est path length can be achieved, but there could potentially be some
sets that are relatively more optimal in terms of maximising the
number of projected paths eliminated, which are not selected by
the algorithm. When more paths are sampled out and the number
of which approaches the capacity of the budget in terms of the
number of projected paths that can be eliminated, the optimality of
edges chosen by the algorithm should improve. However, reducing
the number of paths enumerated for computing the optimal result
is one of the strengths of the double oracle algorithm that cannot
be erased. Because of these segments of suboptimality, it cannot
be guaranteed that the number of projected paths eliminated is
optimal when there are unblockable paths.

Despite this limitation, we expect unblockable paths to be rare
occurrences in real-world situations, as they signal deficiencies in
the security of an AD system that a network administrator should be
alert to. When the presence of unblockable paths is not a barrier, the
double oracle algorithm could provide good guidance for hardening
the security of an AD system.

7 CONCLUSION

In this paper, we studied the security hardening problem of AD
systems by way of cutting links. We formulated the problem as
a Stackelberg game between the defender and the attacker on an
AD attack graph, and the objective is to find an optimal defender’s
pure strategy. We modelled the attack graph by extending from
the model designed by BloodHound, with the attacker’s probability
of successful exploitation on each edge assigned as edge weights,
which is similar to the model in [11], but with all AD edge types
considered. We adopted the double oracle-based approach with
the attacker’s oracle being polynomial-time solvable, and the de-
fender’s oracle generating the best response from a space that is
also restricted in line with the attacker’s restricted strategy space
considered, therefore having improved computational efficiency
and scalability. We tested the algorithm on a series of randomised
AD attack graphs with a comparison against a brute-force algorithm
we also proposed in this paper, and showed that the double oracle
algorithm is capable of maintaining a fast computational speed
under various network environments. By comparing with currently
the fastest solutions proposed in [11] that are applicable to our
problem, we showed that the double oracle-based algorithm also
has good scalability. With an evaluation of GoodHound weakest
links, we argued that attack paths giving the attacker a good chance
of success are not necessarily those having the smallest number of
hops. We believe the double oracle algorithm we proposed in this
paper can provide better guidance that targets the elimination of
optimal attack paths. However, an increase in the defender’s budget
can cause the run time of the double oracle algorithm to increase
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exponentially, and the algorithm’s optimality in eliminating paths
is vulnerable to unblockable paths, which is a limitation shared by
all optimal solutions. Nevertheless, the double oracle can provide
effective security-hardening measures at a fast speed in general
cases.
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